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Introducing MavenShield

MavenShield is the Fraud Prevention Gateway from
Squire Technologies that provides a real time solution
for combatting fraud in telecom networks.

Real-time fraud prevention increases cost savings

* Helps to reduce customer churn

* Fully integrates with deployed network monitoring solutions

* Network agnostic, supports HTTP/2, all Diameter, SIP, and
SS7 networks

» Enables rapid response to new threats

MavenShield

Fraud Prevention Gateway
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Telecom Fraud 02

Telecom fraud is a fast-growing field of criminal activity
and a low-risk alternative to traditional methods of
financial crime. The annual loss globally to the Telecoms
industry from fraud is last estimated by the CFCA
(Communications Fraud Control Association) to be...

US $32.7 billion (EUR €29 billion)

International Revenue Share Fraud - $9.3 bn . Premium Rate Fraud - $1.9 bn

. Domestic Revenue Share Fraud - $3.2 bn . Premium Rate Fraud - $1.7 bn
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The Financial Loss 03

Revenue Leakage EXIT
Fraud directly affects the bottomline and the operating "
margins of the Telcos

Loss of Brand Value

Lasting effects upon brand and reputation resulting from
fraudulent behaviour. < A

< W

Customer Churn |
Customers do not always contest small losses, instead
they opt to leave at the point of contract renewal.

Company Valuation
Loss of brand reputation and customer numbers directly
impacts company valuation
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The Hidden Impact on Operators

Telecoms fraud is increasing at an alarming rate globally
and is one of the biggest sources of revenue leakage for

every telecoms operator.

Reduced company valuation

Incur additional operational costs in terms of countering fraud

Face greater challenges rolling out new and innovative services

Proceeds from fraud are frequently used by organised crime

and terrorist networks
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Traditional Approach

m Call Data Records Monitoring & Analytics NOC Engineer

Deploy large scale Collecting signalling Analyse data via Big Pass identified patterns
network monitoring metadata and call Data, pattern matching onto network engineers
solutions. data records. and Al solutions. for Blocking.
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Traditional Approach
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The Disadvantages

* Traditional methods are reactive to network fraud as
opposed to being proactive

* They are time consuming, during which operators
continue to lose revenue

» The procedures are costly in terms of facilitating
network upgrades resulting from fraudulent activity.
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The New Approach to Fraud Prevention

MavenShield allows users to interrogate network
components and resources to identify potential
fraudulent behaviour

« Allows operators to proactively combat network fraud

M ave n S h i e I d » Unobtrusive real-time solution

Fraud Prevention Gateway

» Deployed in a non-critical path of the core network

» Fixed, mobile or virtual networks
o)
« Compliant with GSMA FS.24 CAMEL Roaming Fraud
Fixed / Cable Management Handbook.
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Types of Telecom Fraud
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Billing Bypass

Leaky PBX

Boomeranging

Bypass Fraud/GSM

Gateway Fraud/SIM Boxing
Over-the-top (OTT) Bypass Fraud
Call Forwarding/Diversion Fraud
Call Transfer Fraud

Multiple Call Transfer Fraud

CDR Manipulation

CLI Pass Through Testing

CLI Spoofing Fraud

Dealer Fraud
E-Commerce/M-Commerce Fraud

False Answer Supervision (FAS Fraud)

Financial Fraud

Interconnect Fraud
Inter-/Inra-state toll Bypass Fraud \ by 24

Internal Fraud
International NANPA Fl;au»(:j. oot
Payment Fraud e :
PBX/IP-PBX Fraud .+ ~ /1
SMS/MMS Fraud. _
Subscription Fraud £
Tariff Manipulalion ;
Technical Fraud

Toll Free Fraud = - - & 2
Value-added Services (\./AS) Fraid s b “s% . b &
Wangiri (One Ring and'Cut) Fraud = =~ =, *" * .
Wholesale SIP Trunking Fraud

Traffic Pumping/Access, Stimulation Fraud

Location Routing Number (LRN) Fraud
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MavenShield Network Integration

MavenShleId o
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MavenShield Lookups

MavenShield can be easily and rapidly provisioned to:

» Perform any type or number of lookups " hss |
—

* To internal network elements such as HLR, HSS, — *.

EIR, MNP databases : )

—
 Or to external OSS/BSS components i 4 N
"""" -
_________ >
- To establish the state and location of calls. = e »
———————————— MavenShield
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Integration With Big Data / BSS / Bl

11

» MavenShield is designed to compliment existing
Big Data and Al

» |t seamlessly integrates with Big Data platforms,
BSS and Business Intelligence

» With support for industry standard API’s - SOAP,
XML, SQL, JSON etc

« Connects via blacklists, whitelists, greylists

* Flag fraudulent patterns and reoccurrences
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Remedial Actions
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MavenShield allows for the configuration of proactive ! Qv\»;ayq; L T
. : ‘\/ TRANGaS \ =
actions to counter fraudulent behaviour. 1N -\"»:;v‘; r

« I|dentifying fraudulent calls and behaviour
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- Initiating pro-active measures to counter fraud

|

» Session tear-down, forwarding, redirects,
transfers and blocking etc

—

Transfers
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Rules - Signalling & Variables

Select Input Parameters

v

- Perform Query
J

MavenShield
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Connect _ I
Reject g ‘ ’
Final Result
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Rules - Complex Sequences

MavensShield

RULE 2.1

| RULE 2.2

Continue ‘ '
Connect K | EER 1 = M CEEEeeeeees I CONTINUE ACCEPT CONNECT I REJECT I SUSPECT I ERROR

Reject

Final Result
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MavenShield Business Logic
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Services & Support Packages

Product Services

Choose from our range of Product based services
to deliver installation, training, ongoing support
and product enhancements to ensure your
continued business success.

Managed Platform as a Service

This allows clients to lease core network products
while our dedicated network specialists will install
and commission products directly into your
network with ongoing support provided.

Support Packages

Providing a range of post-sales support packages
to meet client requirements and budget.
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Let’s Talk...

Squire Technologies Limited are a UK based core network
product vendor to the Telecoms industry. Talk to us today about
your network signalling issues and plans for the future.

International Accreditation 1ISO9001

Following in-depth evaluation by an independent assessor,
Squire Technologies has been successful in achieving ISO 9001
Certification.

This prestigious award is internationally recognised as a benchmark
of standardised and quality procedures and systems within the
operation of an organisation.

ISO 9001 is a set of requirements against which the quality
management system of an organisation is evaluated. This
certification assures customers that the production processes in
place at Squire Technologies have been measured and achieved a
standardised award. This award indicates that Squire Technologies
is committed to operating to these requirements and has subscribed
to ongoing and regular, internal and external audits of its systems.

Squire Technologies

64 High West Street, Dorchester,
Dorset, DT1 1XA,

United Kingdom

Email: enquiries@squire-technologies.co.uk

Phone: +44 (0)1305 757 314

Follow us on Twitter
twitter.com/squire_tech

Follow us on Linkedin
linkedin.com/company/squire-technologies

Follow us on Facebook
facebook.com/SquireTechnologiesLtd
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