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Product Overview

The SVI-DSC provides a carrier grade Diameter signalling
product delivering any combination of routing (DRA),
interworking (IWF) and network edge (DEA) functionality

The increasing rollout of 4G LTE, loT, VoWiFl, VoLTE and VoIP networks is seeing a rise
in the volume of Diameter signalling on networks worldwide. The SVI-DSC provides a
comprehensive signalling solution to manage and secure Diameter networks while at
the same time insuring backward compatibility with legacy networks.

* Delivers comprehensive Diameter traffic management with carrier grade Diameter
Routing Agent (DRA).

* Enables robust network edge security with full Diameter Edge Agent (DEA) support.

* Guarantees full backward compatibility to legacy networks with interworking
function (IWF) support.

* Combat fraud with integrated Fraud Prevention Gateway.
* Enables seamless 3G - 4G Roaming.

e Provides WiFi offload for mobile subscribers.
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SVI-DSC Components

The SVI-DSC consists of three components. Any combination of components can be
deployed in a single or distributed architecture:

Diameter Routing Agent
Scalable centralised routing of messages in a multivendor, multi node environment in a
service providers IMS and LTE core.

Diameter Edge Agent
DEA - for secure exchange of authentication, authorisation and subscriber
policy across LTE networks.

Interworking Function
Insures operators 4G Diameter networks can interconnect to legacy 2G/3G networks,

equipment and signalling standards.
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Centralised Routing

At the core of the DSC is the Diameter Routing Agent or DRA. The DRA centralises the routing of Diameter
messages within a service providers IMS and LTE core.

HPMN Home Public Network
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Diameter Routing Agent

Mediation Platform
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The Diameter Routing Agent acts as
mediation platform within the network
allowing complex routing and normalisation
of messages across the Diameter network.

Load Balancing and Throttling

1

The Diameter Routing Agent provides
load balancing and throttling to insure
the optimum management of the
Diameter network.
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DRA Function Overview

« Protocol Compliance
1 Access « Filtering / Throttling Customisable Policies
Control - Message Manipulation

Diameter Traffic

» Support RFC 6733 Standard Routing
= Complex Routing — Message / AVP etc

. Customisable Policies
« Load Balancing

« External Lookups

- e e e e e e e e e e e e e e e e

TDR’S Outbound » Throttling / Prioritisation
Control « Message Manipulation

e e e e

-
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Routing Overview

Standard Routing Support Reattempts
e RFC6733 * Route failure
* Transaction timeout
Complex Routing e Reattempt on result code
* Message header and AVP contents
External Lookups
Routing Types e External DIPS over SQL
* Round robin * Combined with SVI-TAS to provide lookups over
*  Weighted round robin FTTP, XML, 50N, etc
* Priority routing

* Combined weighting + priority
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Throttling Overview

Sophisticated throttling mechanism allows traffic into DRA to be managed.
Multiple Transaction Criteria Records (TCR) can be created defining:

*  Number of transactions allowed
over a given time period

Queue

Routing Table

* Action to be taken when limit hits: -
Queue - Ignore - Reject L

Request —_———

g
g
/

Throttling Examples:

* Transactions per second

* Overflow congestion —TPS allowed

1
1
1 1
1 1
Reject Continue Queue Reject/Ignore
! i
1
. . v I
over time period

e Traffic limiting — limiting number of
requests per hour / day / week
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Session Binding + Dictionaries

Session Binding

* Bind a particular session to an identified device
or cluster of devices.

* Start bind - Configure message or AVP to
initiate bind.

* End bind - On receipt of correct response or
session timeout.

Diameter Dictionaries

* Used to define Diameter Messages, AVP
formats, AVP contents and ENUM resolution.

*  Consists of 3GPP and vendor specific
dictionaries.
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Advanced Mediation Policies

In addition to the standard Mediation features the SVI-DRA also allows advanced Mediation Polices to be
created to solve the more complex mediation requirements in an operators' network.

Policies can be triggered at many points during the flow of a message through the DRA.

Client

Server

For more technical information please refer to our Mediation Guide.
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Squires Signalling Mediation Engine (SME)
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Policies

The Mediation Policies are constructed
and implemented through the Squire
Signalling Mediation Engine (SSME).

Rules

A set of rules are constructed that
allow, on the triggering of the defined
condition, a number of actions to
take place.

Redirects

Acts as redirect server by redirecting
messages to another service.

Can be used to provide load
balancing / throttling.

Filtering

Black List / Whites List based on
Message Header and AVP contents.

Routing

Message Header and AVP contents.
Reattempts.

Load balancing profiles.

External Lookups.

Message Manipulation

Powerful regular-expression based
manipulation of message header and
AVP contents allowing removal,
creation and replacement.
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Diameter Edge Agent

At the network edge the Diameter Signalling Controller deploys advanced Diameter Edge Agents for tighter
security and normalisation providing:

e Advanced Security *  Onboard firewall
* Admission Control * Overload Protection
* Message Screening

HPMN Home Public Network VPMN 3G Network
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DEA — Network Topology Hiding

Operators may need to be able to protect their home networks by hiding
network address details.

Peer networks identified as “Trusted” or “Non Trusted”.

Function removes appropriate address details on messages/ AVPs outbound
from home network to non trusted peer.

Reinserts address details on inbound messages/AVPs from non-trusted peer.

Peer networks prevented from identifying the topology of the home network by
obscuring the number of host names in the home network.
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Interworking Function

Providing seamless integration to legacy networks the SVI-DSC’s Interworking Function (IWF) provides a
flexible carrier grade solution supporting 4G Lte to 5G interworking:

e Diameter to HTTP/2 * Diameter to Nudm
* Diameter to Nchf * Diameter to Npcf

* Diameter to Nsmf

VPMN 4G Network HPMN 5G Home Public Network
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Interworking Function

Providing seamless integration to legacy networks the SVI-DSC’s Interworking Function (IWF) provides a
flexible carrier grade solution supporting 3G to 4G Lte interworking:

* Diameter to MAP as per 3GPP TS 29.305 * Diameter to USSD
* Diameter to CAMEL * Diameter to JSON, SQL, XML, SOAP
* Diameter to RADIUS

VPMN 3G Network HPMN 4G Home Public Network
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Redundant Architecture 17
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e SVI-DSC pair configured via single user interface. e Offers alternate routing between SVI-DSC nodes.
*  Worker / Worker configuration. * Session check-pointing maintained between DSC nodes.
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Redundant Architecture 18
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Multi Product Integration

The SVI-DSC’s modular software build allows it to be deployed as a fully integrated module with:

SVI-STP Signalling Transfer Point SVI-SBC Session Border Controller

SVi

STP

Our flagship SS7 STP product enabling Full integration with our SBC Controller
SS7 networking signalling. providing Diameter, SIP and VOLTE support.
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Application Development
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SVI SVI Svi

DRA DEA IWF

* Extended application development on top of SVI-DSC product using the Python based
(SVI-OGW) Open Gateway.

* Enables operators to interface to USSD, RADIUS, JSON, SQL, XML, SOAP, proprietary API’s etc.
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Virtualisation

Designed from the ground up to expose SVI-DSC’s
OA&M interfaces to NFV orchestration layer:

* XML Config, Data Dictionaries and ASCII log files.

* SNMP, Telnet, HTTP, SQL interfaces.

Deploys on wide range of virtualised platforms
and COTS hardware.

adWs o

N openstack. %«u

vmware
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Services & Support Packages

Product Services

Choose from our range of Product based services
to deliver installation, training, ongoing support
and product enhancements to ensure your
continued business success.

CLICKTO
FIND OUT
MORE

Managed Platform as a Service

This allows clients to lease core network products
while our dedicated network specialists will install
and commission products directly into your
network with ongoing support provided.

CLICK TO'“Ne
FINDOUT = )
MORE /°

Support Packages

Providing a range of post-sales support packages to
meet client requirements and budget.

CLICKTO
FIND OUT
MORE
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Let’s Talk...

Squire Technologies Limited are a UK based core network product vendor to
the Telecoms industry. Talk to us today about your network signalling issues
and plans for the future.

International Accreditation 1SO9001

Following in-depth evaluation by an independent assessor, Squire Technologies
has been successful in achieving ISO 9001 Certification.

This prestigious award is internationally recognised as a benchmark of
standardised and quality procedures and systems within the operation of an
organisation.

ISO 9001 is a set of requirements against which the quality management
system of an organisation is evaluated. This certification assures customers that
the production processes in place at Squire Technologies have been measured
and achieved a standardised award. This award indicates that Squire
Technologies is committed to operating to these requirements and has
subscribed to ongoing and regular, internal and external audits of its systems.

Squire Technologies Limited
Prospect House, Sandford Lane,
Wareham, BH20 4DY,

United Kingdom

@ Email: enquiries@squire-technologies.com

e Phone: +44 (0)1305 757 314

@ Follow us on Linkedin
linkedin.com/company/squire-technologies
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For any questions, or to find out more about the information above please contact Squire Technologies on +44 (0)1305 757314
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