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Product Overview 01

The SVI-SBC is a state-of-the-art, cloud enabled 
Session Border Controller providing comprehensive 
network edge security for fixed and mobile service 
providers and large enterprise customers.  

•	 Deployed globally by operators since 2011.

•	 Powerful SIP Signalling Manipulation Engine (SSME)  
insuring total flexibility.

•	 Feature rich functionality with extensive service  
assurance options.

•	 Scales to 30k sim calls at 500 cps.

•	 Full high availability options as standard.
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Network Virtual Panel Cloud 

Delivered as Virtual Machine 
(VM) on industry standard 
servers in a data center 

environment using a  
hypervisor VMware.

Delivered as a Virtual  
Network Function (VNF)  
in AWS or OpenStack  
cloud infrastructure.

Supplied on standard  
Dell servers optionally with 
dedicated DSP resources. 

Commercial-Off-The-Shelf
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Peering 
Comprehensive session control, interworking and media management.

SIP Trunks 
Robust, flexible SIP trunking solution.

MS Teams Integrations 
Support for Microsoft “Teams for Business” SIP interconnects.

IMS Interworking 
Full support for a-sbc and i-sbc access, and interworking modes. VoLTE interconnect support.

Real-Time Fraud Prevention 
Combat SIP based fraud in real-time with the integrated MavenShield, Fraud Prevention Gateway.

Lawful Intercept 
Enable ETSI, CALEA , SIPREC intercepts. 
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Key Specifications 04
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Performance Protocol Support Security Media

Built-in Firewall,

State of the art  
DDOS Protection,

Encryption - TLS,  
IPSec, SRTP

Blacklist / Whitelist 

Access Control 

NAT / topology hiding

Comprehensive  
codec support 

SIP, SIP-I, SIP-T, H.323

IPv4, IPv6

500 to 30,000  
sim calls

500 cps

Up to 250k subscriber 
registration
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Service Assurance
•	 Fraud Prevention

•	 Statistical Analysis

•	 Sophisticated Routing

•	 Elastic Stack Kibana support 

SIP Signalling Manipulation Engine
•	 Detailed message and header 

manipulation

•	 Filters and redirects

•	 Powerful routing 

Scalability
•	 Distributed micro-services architecture 

enabling rapid scaling

•	 Dynamic load balancing 

High Availability
•	 Comprehensive carrier grade  

redundancy options as standard

Debug and Trace 
•	 Detailed, debug and trace capabilities

•	 PCAP support enables  
Wireshark decode

OA&M
Comprehensive web based SVI-MS 
Management System providing:
•	 Configuration
•	 Monitoring
•	 Debug



Product Benefits 06

	Deployed globally since 2011

	Carrier grade technology packed with feature rich capabilities

	Flexible pricing model to meet budget expectations, scale of 		
	 deployment and future growth requirements

	Dedicated Technical Architecture and Installation team

	24x7 365 Day Global Support 

www.squire-technologies.com
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Security 07

Security
•	 DoS / DDoS protection

•	 Allow trusted and authenticated users access while under DoS attack

•	 Dynamically accept or reject traffic based on device behaviour

•	 Throttling and overload protection  

Topology Hiding & Privacy

•	 Hide network topology preventing direct attacks and 
maintain privacy

•	 Mask user information for privacy and confidentiality 

Fraud Prevention
•	 Perform signalling and media validation by authenticating and 

authorising users 

VPN Support
•	 Secure L2 and L3 VPN customers

•	 Support inter-VPN sessions

•	 IPSEC encryption levels: DES, 3DES, AES

•	 PPTP - PPP (PAP or CHAP), 40, 128bit MPPE

•	 L2TP

Access Control 
•	 Control of max concurrent sessions

•	 Filter devices / networks on a per application basis

•	 Permit access to known devices  
or networks

•	 Access for registered users; permit or deny access to 
mask users

•	 Accept media for authorised sessions

www.squire-technologies.com
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Voice Codec Support 
G711u/a, T.38, Echo Cancellation G.729. G723.1. G726. 
AMR/AMR-WB, GSM-FR.

Secure Rtp 
SRTP and ZRTP support.

Tunneled / Proxied Protocols 
SIGTRAN, H.248, MGCP. 

IMS Interworking 
Full support for a-sbc and i-sbc access, and interworking 
modes. VoLTE interconnect support.

Other VoIP Media 
Call other media is proxied (Voice, Video, Fax, DTMF etc).



SSME Signalling Manipulation Engine 09
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Message Manipulation Filtering Panel Redirects Routing

Acts as redirect server by 
redirecting messages to 

another service.

Can be used to provide 
load balancing / throttling.

Message Header  
and contents.

Reattempts.

Load balancing profiles.

External Lookups. 

Black List / White List  
based on Message 

Header and contents.

Powerful regular-
expression based 

manipulation of message 
header and contents 

allowing removal, creation 
and replacement.

At the core of the SBC is the SIP, Signalling Manipulation Engine 

WHITELIST
BLACKLIST



Virtualisation 10
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DNS DB

CORE

SVI

XML
CONFIG

WEB 
SERVER

LOGS SNMP
A-Z TELNET

Open product management 
interfaces allows auto-configuration 
by orchestration platform. 

•	 XML Config, Data Dictionaries and ASCII 
log files.

•	 SNMP, Telnet, HTTP, SQL interfaces.
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Elasticity  
On demand auto-scaling

Dynamic Load Balancing  
Optimal network performance 

Virtual

High Availability  
Network resilience 

Automatic Configuration  
Faster service delivery 

Cloud
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Microservices
•	 SVI-SBC architected on microservices principals separating the signalling and media 

planes into distinct software components.

Centralised Signalling Plane
•	 High availability.
•	 Centralised routing and control.

Distributed Media Plane
•	 Dynamically launched to match demand.
•	 Distributed across territories.

Delivers
•	 Distributed Architecture.
•	 Elasticity - rapid auto-scaling to match network bandwidth and latency.
•	 Dynamic Load Balancing - for optimal network performance.
•	 Network Resiliency - coupled with high availability delivering carrier grade reliability.

MEDIA PLANE MEDIA PLANE

SIGNALLING PLANE

MEDIA PLANE

SIP

RTP

RTP RTP

MEDIA



High Availability 13
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PRIVATE NETWORK

PRIVATE NETWORK

VIP

VIP

PUBLIC NETWORKVIP

VPN

PBX

PBX

Hot Standby

Worker

		 Distributed Architecture 1+1 Dual Plane 		
	 Worker/ Hot Standby

•	 Database and signalling information 		
		  check-pointed between planes

•	 Replicated hardware and software

	 Maintain SIP calls in answer on failover

		 Eliminates single points of failure
		 Five Nines uptime (99.999%)
		 Single IP service address using VIP technology
		 Real time Maintenance upgrades
		 RTP Failover and Re-Invite



Real Time Fraud Prevention 14
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Telecoms fraud is increasing at an alarming rate globally 
and is one of the biggest sources of revenue leakage for 
every telecoms operator. The annual loss globally to the 
Telecoms industry from fraud is last estimated by the CFCA 
(Communications Fraud Control Association) to be 
$32.7 billion dollars.
 
Prism and it’s sister product MavenShield provides operators with 
real-time fraud detection combined with the functionality to configure 
proactive actions to counter fraudulent behaviour, including session 
tear-down, forwarding, redirects, transfers and blocking etc.

Fraud Prevention Platform

MavenShield

Fixed / Cable 3G / 4G / 5G VoIP / VoLTE

SBC

SVI



Lawful Intercept 15
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(039) 808 9001 (234) 789 8110
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The SVI-SBC session border controller
from Squire Technologies allows operators
to enable Lawful Intercepts:

Active or Passive Intercept support for:

• 3GPP/ ETSI LI Standards
• SIPREC ( RFC 7245 )
• CALEA
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The SVI-SBC provides next generation support for secure interconnect to IMS based networks.

• Support for both I-SBC and A-SBC modes.
• Comprehensive VoLTE interconnect support.

A-SBC

SERVICE 
PROVIDER I-SBC

SERVICE 
PROVIDER

A -SBC

I-SBC

ENTERPRISE INTERNET FIXED & MOBILE

SVI

SVI

SVI

SVI



A-SBC + I-SBC 17
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Supports IMS functions: 

P-CSCF: Proxy Call Session Control Function
E-CSCF: Emergency Call Session Control Function
BGCF: Breakout Gateway Control Function
AGW: Access Gateway
ATCF: Access Transfer Control Function
ATGW: Access Transfer Gateway 

A-SBC
The Access-SBC sits on a 
service providers access 
borders, i.e enterprise 
locations, internet, 3G/4G 
mobile and fixed line. 

A-SBC

SVI

Supports IMS functions: 

IBCF: Interconnect Border Gateway Function
IWF: Interworking Function
I-BGF / TrGW: Transition Gateway 

I-SBC
The Interconnect-SBC 
sits on a service providers 
interconnect borders, i.e. 
the borders between service 
providers networks.

I-SBC

SVI



Services & Support Packages 18

Product Services
Choose from our range of Product based services 
to deliver installation, training, ongoing support 
and product enhancements to ensure your 
continued business success.

Managed Platform as a Service
This allows clients to lease core network products 
while our dedicated network specialists will install  
and commission products directly into your 
network with ongoing support provided.

Support Packages
Providing a range of post-sales support packages 
to meet client requirements and budget.

CLICK TO 
FIND OUT 

MORE

CLICK TO 
FIND OUT 

MORE

CLICK TO 
FIND OUT 

MORE

www.squire-technologies.com
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19Let’s Talk…

Squire Technologies Limited are a UK based core network 
product vendor to the Telecoms industry. Talk to us today about 
your network signalling issues and plans for the future. 

International Accreditation ISO9001

Following in-depth evaluation by an independent assessor, 
Squire Technologies has been successful in achieving ISO 9001 
Certification.

This prestigious award is internationally recognised as a benchmark 
of standardised and quality procedures and systems within the 
operation of an organisation.

ISO 9001 is a set of requirements against which the quality 
management system of an organisation is evaluated. This 
certification assures customers that the production processes in 
place at Squire Technologies have been measured and achieved a 
standardised award. This award indicates that Squire Technologies 
is committed to operating to these requirements and has subscribed 
to ongoing and regular, internal and external audits of its systems.

Email: enquiries@squire-technologies.co.uk

Phone: +44 (0)1305 757 314

Follow us on Linkedin
linkedin.com/company/squire-technologies

Squire Technologies Limited
Prospect House, Sandford Lane, 
Wareham, BH20 4DY, 
United Kingdom

© Squire Technologies Ltd 2025. All Rights Reserved.
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