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1 Introduction

The Service Creation Toolkit is designed to allow a flexible configuration for the routing, translation and message
manipulation for the SVI-STP signal transfer point.

The standalone Toolkit communicates directly with the SVI-STP over a comprehensive message APIl. Messages
triggered at the SVI-STP are sent to the Python based Toolkit where message decode, manipulation and logic can be
applied to deliver the required feature or service.

The Toolkit interfaces to a wide range of Open Interfaces including SQL, HTPP, XML, LDAP, SMTP and
SOAP allowing lookups, storage and integration into clients OSS/BSS infrastructure. The Toolkit can also auto
configure the SVI-STP via XML allowing, for example, the rapid development of firewall type applications.

The purpose of the Python Toolkit for the SVI-STP is allow users to quickly implement new services to the SVI-STP
used in conjunction with the STP Toolkit configuration on the SVI-STP for routing purppse

It allows the user to pass messages received at the SVI-STP to be received at an external application, this application
could perform the following:

ANSI LNP
CNAME

Firewall AnyTimelnterrogation / SendRoutinglnfo / SMS
Mobile Number Portability
Protocol Manipulations

At the point that the message is received at the external application the STP has no knowledge of the message. So
any message returned by the external application is considered a separate transaction.

Squire Technologies Part Number: SQ-UG-051
Confidential Version 1.1
Date: 08/08/24

file:///Users/robyn/Library/CloudStorage/OneDrive-SharedLibraries-Squire Technologies/Squire - Documents/Company
Documentation/User Guides/Service_Creation_Toolkit_User_Guide SQ-UG-051.docx



scire fechnologies

An example using the Service Creation Toolkit

LNP CNAME Screening
Python Toolkit
SVI-STP
STP STP M3UA M3UA SUA SUA
(TDM/M2PA) (TDM/M2PA) Client Client Client Client

The Service Creation Toolkit can be started in multiple different configuration such as:

e Single instance with multiple service logic applications

e Multiple instances with a single service logic application

e The Service Creation Toolkit does not have to run on the same unit as the SVI-STP therefore not interfering
with the throughput

The Toolkit has been designed with a Core set of functionality then allows it to connect to the SVI-STP via TCP. This
allows the user only to have write the service logic that they require for their particular service. The interface to the
service logic is a message queue containing messages received from the SVI-STP.

Helper functions have been included:

e Allow the service logic to decode the message into a python dictionary containing the incoming message
parameters and associated data to those parameters.

e Allow the service logic to encode parameters from a python dictionary into a TCP message to be sent to the
SVI-STP
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These helper functions allow the user not to have to decode the APl messages received across the TCP connection,
allowing faster integration of new services

It is possible to inject messages into the SS7 / Sigtran networks using the Toolkit, this could be used to allow the user
to test the handling of these messages without having to set up a new network entity.

The Toolkit can be used with the following SS7 configurations:

M2PA
M3UA
SUA
TDM

It supports the following SS7 network protocols:

e |TU
e ANSI
e TTC (Japanese MTP)

The Toolkit can be used for the following SS7 user protocols:

e GSM Map
e Camel
e [INAP

1.1 References

XSD Schema Hyper-link

HTML Hyperlink-link
SVI-MS User Guide

SVI-SG and SVI-STP User Guide
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2 Core Design

2.1 Overview

The core code is design around connections to a remote object.
e On startup the configuration file is parsed by the ConfigParser class and it creates an entry into a python
dictionary for each connection. This dictionary contains the following information:
o  TCP Configuration for the service being created
o Class configuration to be passed to an instance of the service when the TCP connection has been
successfully connected

e The python configuration dictionary is then iterated through and a TCP object is created for each connection.
The class configuration for that object part of the data used to create the TCP object. The TCP Object is
tasked with the following:

o Creating the connection to the remote entity

o Reading and Writing from the socket to the remote entity
o Checking the status of the remote entity 7
o When the TCP object connects to a remote entity then an instance of the TCP Handler is created. Passing
the class configuration to this handler. The TCP Handler responsibility are:
o On creation create all instances of the service class that is required by its configuration

o On deletion destroy all instance of the service classes that it created
o Encoding and Decoding of the TCP Messages to be sent to the remote object

e The service class created by the TCP Handler is where the main work of the API Server is concerned this will
be different for each project, examples are shown in this document
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The core design is implemented in the following manner

User Developed Application

Service Logic Service Logic
Python SDK
TCP Handler TCP Handler
TCP Object TCP Object

NS

SVI-STP
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2.2 Configuration

Example Configuration

<configuration xmlns:xsi="http://wvv.v3.0rg/2001/XMLSchema-instance” xsi:noNamespaceSchemalocation="service.xsd">
ice name="client” type="TCP">
nt"” remoteliddress="127.0.0.1" remotePort="15333" logfile="client"/>
ent” decoderXml="dictMapApiSvi.xml" service="SriDip" username="root" password="Squire” numProcesses="1">
Te="1441" strip="4".
digita="1442" strip="4"/>
amingNumber digits="i155"/>

.......

</configuration>

Using the example this document will describe what happens to the configuration.

The <service> element describes name of the service to be created and the Type of connection to be made. As
previously stated this can only be TCP at present.

This configuration is used to create a connection object — tcpObject u

The <tcp> subelement is used by the tcpObject to create the connection will the remote entity.

The attributes associated with the <tcp> element contain all the information to be used to create the connection with
the remote entity

The <class> subelement contains the configuration required by the Tcp Handler and is passed transparently through
the tcpObject to the TcpHandler.

The attributes in class element contain the following:

e name - Name of the service

e decodeXml - The decoder to be used to encode and decode the TCP messages received from the
remote object

e service - This contains the name of the class to be created by the TCP Handler to service the

messages received from the TCP socket. This class name must exist in the code. If not the code will not run
beyond creating the socket

e username/password — This contains the user name and password used in registration messages between
the SVI and the API Server

e numProcesses - This contains the number of subprocesses that will be used to service the socket.
o If the socket will be state specific then this should be set to 1.
e All other attributes - Any other attribute will be passed to the class in a python dictionary.
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Subelements of the <class> element. All of this information will be sent as a list within a python dictionary to the
servicing class.

XSD files should be generated for each application, all the examples have a XSD file associated in the relevant
directory

2.3 Creation of Python Processes

2.3.1 Start-up

When the ApiServer is created the following processes are starting

Remote

Entity ApiServer

2.3.2 Post Configuration

After the configuration file has been read the following processes are started

Remote

Entity ApiServer

TCP
Object
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2.3.3  Connection to the remote entity

After the connection to the remote entity new processes are started for the following entities:
e TCP Send — Send messages to the remote entity

e TCP Receive — Receives messages from the remote entity

e TCP Handler Send — Receive messages from the class instance, then encode and send messages to the
TCP Send Process

e TCP Handler Receive — Split received TCP messages from the remote entity and forward them in a round
robin algorithm to the class instances

e Class instances — The number of class instances that need to be spawned from the configuration.

ApiServer

TCP
Receive

TCP

TCP

Handler Handler
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2.4 Inter-process communication

The inter-process communication is as follows:

TCP Receive -> Tcp Handler Receive uses a Python Multiprocessing Pipe instance (this is faster than a message
queue but can only be used point to point )

TCP Send <- Tcp Handler Send uses a Python Multiprocessing Pipe instance

TCP Handler Receive -> Class Instance, uses a Python Multiprocessing Queue instance (this allows multiple
processes to send messages onto a single message queue) this is processed by the class instance

TCP Handler Send <- Class Instance, uses a Python Multiprocessing Queue instance (this allows multiple processes
to send messages onto a single message queue) this is processed by the class instance
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3 Services

3.1 Overview

The API Service Logic is built as a Python Package. The input to and from the Python Package will be python multi-
process message queues.

On initialisation of the python module it will be supplied with the configuration of the input and output queues to
communicate with the TCP Handler.

In addition all configuration not required by the TCP Object or TCP Handler will be forwarded to the python module.

3.2 TCP Decoder / Encoder

e encoder — This takes a message type and a python dictionary and codes the required message to the TCP
format required by the SVI-SS

e decoder — This takes a message from the TCP Handler (encoded from the SVI-SS) and decodes the
message into a message type and python dictionary containing all the IEs received from the SVI-SS.

Supplied as part of the Base is the Class LibSviApi. This contains two main functions:

The TCP encoding for the SVI-SS is loaded into the LibSviApi from the XML file dictMapSviApi.

3.2.1 dictMapSviApi

The format of the dictionary file is as follows:

Discriminator

<discriminator commandCode="0x03" name="DIS REG"/>

This sets the name of the discriminator against the discriminator value in the API guide
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Messages
<primitive commandCode="0x65" name="RegisterRequest" discriminator="DIS REG">
<fixedStart offset="0" length="1" name="TcapComponent"/>
<ie commandCode="0x0d" name="Username" type="0x02"/>
<ie commandCode="0x0d" name="Password" type="0x01"/>

</primitive>

<primitive> element
The commandCode is the value described in the API guide for the message type

For outgoing messages the name is used e.g. “RegisterRequest” the return from the encoder is the discriminator and
the command code

For incoming messages the decoder will return the name of the message based on the value of the discriminator and
the commandCode

<fixedstart>
Offset gives the offset from the start of the message, the length is length in bytes for this fixed field. The name is used
for the IE value received in the API service

<ie> element
The commandCode is the value described in the API guide for the ie.

The type is used when the le is of a complex type such as SCCP Address, there is an additional value in the IE that
states what should be the value.

3.3 Incoming Queue Handling

A single message at a time is received from the incoming queue. Messages received from the TCP Handler will be a
python list using the following format:

[ MSG_DISCRIMINATOR, MSG_TYPE, Bytearray (data) ]

This is then sent to the sviApiDecoder.decoder that is used to split the message into a python dictionary containing
the ies and the message type

Message type is a string representation of the incoming message for example 'SendRoutingInfoReq'

The ies are returned in a python dictionary in the following format:
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{ ieName : bytearray(ieData),
ieName : bytearrya(ieData),
}

For example a Send Routing Info Request is decoded as:

{'TcapDialogPortion'

bytearray(b'(\x1 c\x06\x07\x00\x1 1\x86\x05\x01\x01\x01\xa0\x 11 \x0f\x80\x02\x07\x80\xa 1\t\x06\x07\x04\x00\x00\x0 1\x00\x03\x03'),
u'ComponentNum' : bytearray(b'\x01"),

u'SccpAddressCdpn' : bytearray(b'\x12\x06\x00\x00\x00\x04\x00\x01\x01\r4477051234567'),
u'Msisdn’ : bytearray(b"\x91A\x14wP!CU\xf7"),

u'GmscCentreAddress’ : bytearray(b'\x91fUD3"\x11\xf1"),

u'ComponentTotal' : bytearray(b'\x01"),

u'TcapComponent' : bytearray(b'!"),

u'lnvokeld' : bytearray(b'\x01"),

u'RoutingLabel' : bytearray(b"\x02\xbc\x 1b\x00@\x1f\x00"),

u'InterrogationType' : bytearray(b'\x00'),

u'OrigTcapTransaction' : bytearray(b"\x00\xbd\x18T"),

u'SccpAddressCgpn' : bytearray(b'\x12\x06\x00\x00\x00\x04\x00\x01\x01\x0b68989196001")}

3.4 Outgoing Queue Handling

Messages sent to the TCP Handler will be a python list using the following format:
[ MSG_DISCRIMINATOR, MSG_TYPE, Bytearray (data) ]

As this is not easily readable the sviApiDecoder.encoder will take a message and a python dictionary of ies and return
the message discriminator, message type and the encoded data

Message type is a string representation of the incoming message for example 'SendRoutingInfoReq'

The ies are returned in a python dictionary in the following format:

{ ieName : bytearray(ieData),

ieName : bytearrya(ieData),

}

For example a Send Routing Info Request would be encoded as:
{'TcapDialogPortion'
bytearray(b'(\x1c\x06\x07\x00\x1 1\x86\x05\x01\x01\x01\xa0\x1 1" \XOAXB0\X02\x07\x80\xa 1 \tix0B\X07\x04\X00\X00\X01\x00\X03\X03'),
u'ComponentNum' : bytearray(b'\x01"),
u'SccpAddressCdpn’ : bytearray(b"\x12\x06\x00\x00\x00\x04\x00\x0 1\x01\r4477051234567"),
u'Msisdn’ : bytearray(b"\x91A\x14wP!ICU\Xf7"),
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u'GmscCentreAddress’ : bytearray(b'\x91fUD3"\x11\xf1"),

u'ComponentTotal' : bytearray(b'\x01"),

u'TcapComponent' : bytearray(b'!"),

u'lnvokeld' : bytearray(b'\x01"),

u'RoutingLabel' : bytearray(b"\x02\xbc\x1b\x00@\x1f\x00"),

u'InterrogationType' : bytearray(b'\x00"),

u'OrigTcapTransaction' : bytearray(b"\x00\xbd\x18T"),

u'SccpAddressCgpn' : bytearray(b'\x12\x06\x00\x00\x00\x04\x00\x01\x01\x0b68989196001")}

The encoder will then format this into the required format for the SVI-SS.

3.5 Message Classes

Each Message Type should have a message class defined in ApiServerCore/Map package. These are used to store
the incoming and outgoing messages.

There should be a class for before the request and response message. The response message should be able to

take a incoming request and build parts of the response from this request (e.g. the TCAP transaction can be mapped
and the SCCP Addresses)

3.6 Service Logic

The service logic is dependent on the type of service being modelled.

In the case of an SRI Dip the service logic is very basic. Message is received from the network and a lookup is made
into an SQL database. On response from the database the response is sent back from the service logic.

In other cases it will be necessary to add a state engine to the service logic with timers.

3.7 Steps to create a new service logic

Add the new message to the dictMapApiSvi.xml file

Add new classes to the ApiServerCore/Map package

Create Service Logic Class

Add the definition to the service logic to the file Imports/ApiServerimports.py (this allows the TCP Handler to
find the correct class on receipt of messages from the TCP connection)

soON =
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4 Examples

4.1 Register Request

This example is just to show how to get the Python Toolkit to be able to send a register request to the SVI-STP.

It will show the basics of how a service is initiated allowing the following examples to build upon this base

4.1.1 Files

Full Source Code for the example
A A
ApiServerlmports.py RegisterRequest.py

Example Configuration File

0

serviceCfg.xml

4.1.2 Function __init_ Constructor in RegisterRequest.py

This function is invoked when the class is created by the TCP Handler
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def _ init (self, cfg, consumerSndQue, consumerRcvQue, logName, sendRegister=False):
Process._init__ (self)

self.logger = logging.getLogger (logName)
self.sndQue = consumerSndQue
self.rcvQue = consumerRcwvQue

self.cfg = cfg

self.sviApiDecoder = LibSviApi (self.cfqg[ ’'decoderXml’], logName)
self.sendRegisterMsg = sendRegister
self.dictMsgHandler = { 'RegisterResponse’: self.processRegisterResponse }

The parameters received are as follows:
o cfg - Configuration received from the configuration file
e consumerSndQue Message Queue to send messages from the service to the TCP Handler

Task

e consumerRcvQue - Message Queue to receive messages from the TCP Handler Task to the
service

e lodfile - Log file to connect to.

Configuration file contains the following:

cconfiguration xsi:noNamespaceSchemalLocation="service.xsd">
name="client” type="TCP">

nt" remotelAddress="127.0.0.1" remotePort="15
rvic

333" logfile="client"™/>
s name="client” decoderXml="dictMapApiSvi.xml"” serv -

SriDip"” username="root" password="Squire” numProcesses="1i"/>

The configuration received by the service will be a python dictionary defined as follows:

{ u'username’ : u'client’,
u'name’ : u'root’,
u'service' : u'SriDip’,
u'numProcesses’ : u's,
u'decoderXml' : u'dictMapApiSvi.xml',
u'password' : u'Squire'}

The logfile will be client

So during the __init__ function will set the consumerSndQue and consumerRcvQue for the task, connect to the lodfile
named client.
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Store the configuration in the class
Set the correct decoder.

Build the message handler, in this we would add all the expected messages to be received and the function to be
invoked when the message is received.

4.1.3 Function run in RegisterRequest.py

This invoked immediately after the class initialisation is completed.

self.rcvinst = Process (target=self.rcvHandler)

self.rcvinst.start()

if (self.sendRegisterMsg == True):
self.sendRegister()

This is stating that the process rcvHandler should be created (this is a new instance started dealing with only handling
the receive queue), this function is used to receive messages from the consumerRcvQue.

It also instructs the class to send the register Message

4.1.4 Function sendRegister in RegisterRequest.py

This function sends a register message to the SVI-SS

def sendRegister(seslf):
self.logger.debug( ’'SendRegister’
username = bytearray(str(self.cfg[’'us

‘1))

password = bytearray(str(self.cfg[’'password’]))

username.append(’'\0")

password.append(’'\0")

paramDict = {'Username’:username,
'Password':password}

registerReq = RegisterRequest (paramDict)
self.logger.debug( (registerReq))
try:
data = self.svilpiDecoder.encodera('RegisterRequest’, registerReq.params)
if (self.logger.isEnabledFor (logging.DEBUG)):
self.logger.debug( (data, self.sndQue))
self.sndQue.put ( (data))
except Exception as e:
exc_type, exc_obj, exc_tb = sys.exc_info()
self.logger.error(("Fzil=d", str(e), exc_type, exc_obj, exc_tb.tb_lineno))

The username and password are built from the configuration file a python dictionary is created using this information
(note the SVI-SS expects the username and password to be null terminated).
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The RegisterRequest message is built using this dictionary and then is passed to the sviApiDecoder for the correct
encoding.

Finally the message is added to the consumerSndQue set in the initialisation function.

4.1.5 Function rcvHandler in RegisterRequest.py

This function reads messages from the input queue received from the TCP Handler task. It is always waiting for a
message.

def rcvHandler (self):
while (True):
try:
rcvData = self.rcvQue.get (True, 10)
msg, ies = self.sviBApiDecoder.decoder (rcvData[0], rcvData[l], rcvData[2])
self.logger.debug( (msg, ies))
try:
self.dictMsgHandler [msqg] (ies)
except:
self.logger.error(('No Message Handler for message 3s5' $ (msg)))
except KeyboardInterrupt:
self.logger.errorxr(("Keyboard interrupt"))
exit ()
except Queue.Empty:
self.logger.erxrorxr(("No

The self.rcvQue.get function is called on the consumerRcvQue set in the initialisation. This will wait until it has
received a message or 10 seconds have expired (this should not be left in the final product is useful for testing
purposes).

When a message is received the the sviApiDecoder.decoder function is invoked with the received data from the
TCPHandler. This returns the received message name and the ies associated with this message.

It then invokes the function associated with the message name set in the initialisation function dictionary.

In this case the message “RegisterResponse” is associated with the function processRegisterResponse.
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4.2 SQL Dip

This example shows the Toolkit performing an SQL dip, it builds on the example shown in 4.1.

The service logic being used by the example is shown below

4.2.1 Example Service Logic for the SRI Dip
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4.2.2 Message Sequence Charts

4.2.2.1Home Ported Number

M2paClient STP Python MySgl HLR
SRI
—(Cdpn=Prefix+B#, M
Cgpa="MSC")
SRI-Dip

(MSISDN="B#")
SRI-Lookup >
(MSISDN="B#")
¢ SRI-Lookup-Rsp
(Local=Yes)
éRI—Dip Portedhum
(

Local=Yes)

SRI »
(Cdpn=B# Cgpn=MSC)
SRI-ACK

—————————(Cdpn=MSC Cgpn=HLR

SRN=MSRNa,MSISDN=B#

SRI-ACK

(Cdpn="MSC", Cgpn="5TP",
HSR=MSRMNa, 1 5cin=B#

4.2.2.2Foreign Ported Number

MZpaClient STP Python MySgl HLR
SRI
—(Cdpn=Prefix+B4, M
Cgpa="MSC")
SRI-Dip

(MSISON="B#")

SRI-Lookup '
(MSISON="B#")
SRI-Lookup-Rsp

(Local=No,Ported-Prefix)

RI-Dip PortedNum
Local=No,Ported-Prefix)

~

SRI-ACK

(Copn="MSC" ,Cgpn="STP"
MSRN=PPrted—PreFix+Bﬁ,Msian=Bﬁ)

~
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423 Files

Full Source Code for the example
A A
ApiServerlmports.py  SriDip.py
Example Configuration File

sri-dip.xml
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4.2.4 Function __init__ Constructor in SriDip.py

This function is invoked when the class is created by the TCP Handler

def _ init_ (self, cfg, consumerSndQue, consumerRcvQue, logName, sendRegister=False):

Process._ init__ (self)
self.msisdnDict = {}
self.nlrRoamingNumbers = {}
self.logger = logging.getLogger (logName)
self.sndQue = consumerSndQue
self.rcvQue = consumerRcvQue
self.cfg = cfg
try:

msisdnParams = self.cfg[’'SubParams’'][’'msisdn’

for msisdn in msisdnParams:

self.msisdnDict [msisdn([0] [1]] = int (msisdn[1][1])

except:

pass

try:
hlrRoamParams = self.cfg[’'SubPzrams’
for hlrRoamInst in hlrRoamParams:
self.hlrRoamingNumbers[hlrRoamInst[0] [1]] = None
except:
pass

self.logger.info(’'sel
self.logger.info(’'s

is (self.msisdnDict))
rS £5'% (self.hlrRoamingNumbers))

self.sviApiDecoder = LibSvilpi (self.cfg[ ’'dscod
self.sendRegisterMsg = sendRegister
self.dictMsgHandler = { 'R

¥xml1'], logName)

self.processRegisterResponse,
SendRoutingInfoReq’: self.processSendRoutingInfoReq, }

self.sriReq = SendRoutingInfoReq (None)

self.sriRsp = SendRoutingInfoRsp (reg=self.sriReq)

The parameters received are as follows:
o cfg - Configuration received from the configuration file
e consumerSndQue Message Queue to send messages from the service to the TCP Handler

Task

e consumerRcvQue - Message Queue to receive messages from the TCP Handler Task to the
service

e lodfile - Log file to connect to.

Configuration file contains the following:
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<configuration xmlns:xsi="http://vwv.v3.0rg/2001/XMLSchema-instance"” xsi:noNamespaceSchemalocation="service.xsd">
<service name="client” type="TCP">
(tcp end="client” remotelddress="127,0.0.1" remotePort="15333" logfile="client"/>
class name="client” decoderXml="dictMapApiSvi.xml" service="SriDip" username="root" password="Squire” numProcesses="1">
in digits="1441" strip="4"
dn digits="1442" strip="4"/>
amingNumber digits="155"/>

</configuration>

The configuration received by the service will be a python dictionary defined as follows:

{ u'username’ : u'sri-dip-1441°',
u'name’ : u'SRI-1441",
u'service' : u'SriDip’,
u'numProcesses' : u'1',
u'decoderXml' : u'dictMapApiSvi.xml',
u'password' : u'Squire’,
'SubParams' : {u'msisdn": [[(u'digits', u'1441"), (u'strip’, u'4")]],

u'hirRoamingNumber': [[(u'digits’, u'288")1]}

The logfile will be client

Notice the sub parameters and how they have passed as a dictionary from the configuration to the service module

So during the __init__ function will set the consumerSndQue and consumerRcvQue for the task, connect to the lodfile
named client.

Notice the sub parameters and how they have passed as a dictionary from the configuration to the service module
Store the configuration in the class
Set the correct decoder.

Build the message handler, in this we would add all the expected messages to be received and the function to be
invoked when the message is received. Unlike the previous example we are now expecting two different messages to
be received from the SVI-SS the register response and the register response.
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4.2.5 Function run in SriDip.py

This invoked immediately after the class initialisation is completed.

def run(self):
self.db = MySQLdb.connect (host="loczlhost", user="root", db="svi ms")
self.cursor = self.db.cursor()
self.rcvIinst = Process (target=self.rcvHandler)
self.rcvInst.start()
if (self.sendRegisterMsg == True):
self.sendRegister()

In comparison to the previous example this is also connecting to a MySql Database on the localhost.

4.2.6 Function sendRegister in SriDip.py

This is identical to the previous example

4.2.7 Function rcvHandler in SriDip.py

Again this is identical to the previous example, but beware the code will behave differently as the message handler
dictionary has two messages to check for:

“RegisterResponse”

“SendRoutingIinfoReq”

The RegisterResponse is handled identical as before
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4.2.8 Handling of the SendRoutinglnfoReq Message

def processSendRoutingInfoReq(self, ies):
if (self.logger.isEnabledFor (logging.DEBUG)):
self.logger.debug(ies)
try:
self.sriReqg.reset (ies)
queryRsp, roamingNumber, msisdn = self.sglQuery()
if (queryRsp != self.HOME NUMBER):
self.sriRsp.reset (reqg=self.sriReq)
self.sriRsp.setParam( ' Tcaplomponent’, 0x42)
self.sriRsp.setParam( 'Msisdn’, msisdn)
if (roamingNumber != None):
self.sriRsp.setParam( 'RoamingNum
data = self.sviApiDecoder.encodera( ’'SendR
else:
self.sriReq.setParam( 'Msisdn’, msisdn)
data = self.svilpiDecoder.encodera(’'SendRoutingIinfoReg’, self.sriReq.params)
if (self.logger.isEnabledFor (logging.DEBUG)):
self.logger.debug( (data, self.sndQue))
self.sndQue.put ( (data))

', roamingNumber)

outingInfoRsp’', self.sriRsp.params)

except:
exc_type, exc_obj, exc_tb = sys.exc_info()
self.logger.error(("Fzi1l=sd"”, exc_type, exc_obj, exc_tb.tb_lineno)) :2{3

This function takes in the incoming message and sends to the SQL database for querying this if performed in function
self.sglQuery().

If the response is not a “Home” number then a SendRoutingInfoResp message is returned to the SVI-SS. This is built
using the SendRoutinglnfoRequest Data and then updating the parameters that have been altered or created. The
message is encoded using sviApiDecoder.encoder functionality

If the response is a “Home” number then a SendRoutingInfo rReq message is returned to the SVI-SS updating the
Msisdn received from the initial requested. The message again is encoded using the sviApiDecoder.encoder
functionality.

Then the message is added to the consumerSndQue to be handled by the TCPHandler.
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4.3 Soap Client Firewall

This example is designed to show the Python Toolkit being used in conjunction with a SOAP request. This example
receives a Send Routing Info message and send the MSISDN across to a Soap Server. The Soap server will check
its configuration and either Return Blacklist or Whitelist.

If blacklist is returned then the message is discarded in the Python Toolkit Example. Otherwise the Send Routing Info
is returned to the SVI-SS for routing

4.3.1 Message Sequence Charts

4.3.1.1Whitelist
MZpaClient STP Python Soap Server HLR
SRI
—(Cdpn=Prefix+B#, M
Cgpa="MSC")
SRI
(MSISON="B#")
Soap Request »
4 Soap-Resp
(Whitelist)
4 SRI
SRI >
4.3.1.2Blacklist
MZpaClient STP Python Soap Server HLR

SRI
(Cdpn=Prefix+B#, |
Cgpa="MSC")

(MSISDN="B#")

Soap Request
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4.3.1.3Timeout
MZpaClient STP Python Soap Server HLR
SRI
(Cdpn=Prefix+B#, |
Cgpa="MSC")
(MSISDN="B#")>
Soap Request
4.3.2 Files
Python Toolkit Files
A A

ApiServerlmports.py SoapClient.py

Configuration Files

@

serviceCfg.xml

Soap Server Files

a
MsisdnLookup.py
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4.3.3 Function __init _ Constructor in SoapClient.py

This function is invoked when the class is created by the TCP Handler
This behaves the same as the SRI-DIP Example

The parameters received are as follows:

o cfg - Configuration received from the configuration file

e consumerSndQue - Message Queue to send messages from the service to the TCP Handler
Task

e consumerRcvQue - Message Queue to receive messages from the TCP Handler Task to the
service

e lodfile - Log file to connect to.

Configuration file contains the following:

<?xml version="1,0" ?>

e name="client” type="TCP">

<t :;l end="client” remoteAddress="127.0.0.1" remotePort="15333" logfile="client"/>

<class name="client” decoderXml="dictMapApiSvi.xml" service="SocapClient"” username="root" password="Squire"” numProcesses="1"
scapPort="39999" scaplpAddr="127.0.0.1" namespace="file:,/HirQuery.vsdl"/>

The configuration received by the service will be a python dictionary defined as follows:

{ u'username' : u'eoor’,

u'name’ : u'client’,

u'service' : u'SoapClientSvi’,

u'numProcesses' : u'1',

u'decoderXml' : u'dictMapApiSvi.xml',

u'password' : u'Squire’,

u’soapPort' : u'8008',

u'soaplpAddr' : u'127.0.0.1',

u'namespace’ : u'file:./HIrQuery.wsdl'

}
soapPort - is the socket Port number where the Soap Request is sent
soapldAddr - is the socket IP address where the Soap Request is sent
namespace - this contains the location of the Soap WSDL file is located.
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4.3.4 Function run in ClientSoap.py

This starts off the listener for receiving messages from the SVI-STP

4.3.5  Function sendRegister in ClientSoap.py

This function is the same as the SRI-Dip sendRegister 4.2.6

4.3.6 Function rcvHandler in ClientSoap.py

Same as the rcvHandler in SriDip 4.2.7

4.3.7 Handling of the SendRoutinglnfoReq Message
ot s

self.logger.debug(ies)
try:
self.sriReqg.reset (ies)
msisdnArg = self.sriReq.getParam( 'Msisdn')
msisdnDigits = decodeBcdDigits (msisdnlArg([l:])

t = soapRequest (args=(self.logger, self.sndQue, self.ipAddr,

self.port,msisdnDigits, self.namespace,

: kelf.sriReq,self.sviApiDecoder))

try:
t.start ()

except:
logging.log (logging.WARNING, ’'Soap Reguest Failed')

except:

exc_type, exc_obj, exc_tb = sys.exc_info()
self.logger.error(("Fzi1l=d"”, exc_type, exc_obj, exc_tb.tb_lineno))

On receipt of an Send Routing Info the API Client creates a new thread for the soap request and then executes this
thread.

The thread will add the message back to the TCP Handler if the Soap Request was successful.
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4.3.8 SoapRequest Class

This class creates a SOAP requests and sends to the Soap Server for processing, if the SOAP Server responds with
Whitelist then the message is returned to the SVI-SS for routing

4.3.9 SoapServer.py

This file has been included as a simple soap server for the system, it is not part of the Python Toolkit, but has been
included for completeness.
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5SVI-STP Routing

Please see the SVI-STP Toolkit User Guide for details section 6

5.1 Example of Routing

<?xml version="1.0" 2>
<stpSsme pc_format="ansi888" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="stpssme.xsd">

<LinksetProfile name="sri-dip-msc">
<LsEp entryPoint="sri-dip-msc-ep" onRouteReturn="Route"/>
</LinksetProfile>

<LinksetProfile name="sri-dip-hlr">
<LsEp entryPoint="sri-dip-hlr-ep" onRouteReturn="Route"/>
</LinksetProfile>

<LinksetProfile name="api-server">
<LsEp entryPoint="api-server-mlr" onRouteReturn="Route"/>
</LinksetProfile>

<Linkset linkset="LS-ETSI-OPC-8000-DPC-7100" profile="sri-dip-msc"/>
<Linkset linkset="LS-ETSI-OPC-8000-DPC-7200" profile="sri-dip-hlr"/>
<Linkset apiserver="Sri-Dip-1441" profile="api-server"/>

<RouteEp name="APIServer-1441">
<Routeset>
<Route apiserver="Sri-Dip-1441" priority="1" weight="1"/>
</Routeset>
</RouteEp>

<RouteEp name="DPC-7200">
<Routeset>
<Route linkset="LS-ETSI-OPC-8000-DPC-7200" destination="7000" priority="1" weight="1"/>
</Routeset>
</RouteEp>

<RouteEp name="DPC-7100">
<Routeset>
<Route linkset="LS-ETSI-OPC-8000-DPC-7100" destination="7100" priority="1" weight="1" og.mtp.opc="8000"/>
</Routeset>
</RouteEp>

<Ep name="sri-dip-msc-ep">
<SCCPMatch tcap.opCode="Send Routing Infor route="APIServer-1441"/>
</Ep>

<Ep name="sri-dip-hlr-ep">
<SCCPMatch route="DPC-7100" />
</Ep>

<Ep name="api-server-mlr">
<SCCPMatch firstMatch="true">
<SCCPMatch cdpn.digits="68989196001" route="DPC-7100"/>
<SCCPMatch tcap.opCode="Send Routing Info" route="DPC-7200"/>
</SCCPMatch>
</Ep>

</StpSsme>
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6 Logging And Debug

6.1 Logging

A log file is created for each service that is being run by the Toolkit, this is set in the configuration of the TCP object. If
the same log file is selected for multiple TCP Objects then the logfile will have the combined information logging in the
file.

6.2 Debugging

The Toolkit will currently only display Critical or Error logging from the Toolkit and Service Logic, this is not possible to
change once the application is started.

To change the level of logging the file ApiServerCore/Base/CommonLogger must be altered change the line

my logger.setLevel (logging.ERROR)

To the level of Debug Required available levels are:

e CRITICAIL - this displays Critical only

¢ ERROR - this displays Critical and Error logging

e WARNING - this displays Critical, Error and Warning logging

e INFO - this displays Critical, Error, Warning and Info logging

e DEBUG - this displays Critical, Error, Warning, Info and Debug logging
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[ Installation and Initialisation

7.1 Installation

Python 2.6 or Python 2.7 must be installed on the target system
For the examples the following must be installed:

o MySql - installed via “pip install mysql-connector-python”
“pip install MySQL-python”

e PySimpleSoap - installed via “pip install pysimplesoap”
The Toolkit should be installed into /home/PythonToolkit when the rpm is installed

There

7.2 Initialisation

In the Application Directory has a link called apipython to the python version the user wishes to start for example

In —sf /usr/bin/Python2.6 apipython

This is required so that when attempting to stop a python Toolkit application using pkill will not also kill other python
applications.

1. Copy monitorv1.4 to the application directory
2. Softlink with In —sf monitorv1.5 pymon
3. Add the configuration process file in the same folder (see below)
4. Modify the gw script in /etc/init,d to start the pymon executable using the process configuration file
system 0 name SVI Redundant SoftSwitch
*system O OnProcessFailure Reboot
system 0 OnProcessFailure RestartProcesses
System 0 pauseonrestart 5
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monitor 0 status ins

monitor 0 name API Server USSD DIP Customer
monitor 0 directory /home/squire/USSD/juice/
monitor 0 process apipython ussd service.py
monitor 0 daemonise on

monitor 0 cd on

monitor 0 display on

monitor 0 ScriptAction Both
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8 Licensing

The following licensing must be present to allow this functionality to be included:

STP Toolkit must be licensed
Map Operations required for the service logic must be licensed
API Clients must be licensed for the required number of clients
TCAP Messages per second

Example licesne
Example license shown below (see USSD in map operations) :
*Full License [True]
*Number Cards [32]
*Number Signalling Links [480]
*Number Simultaneous Calls [10000]

*Number SCTPs [64]

*Number ASPS [64]

*Number ASs [64]

*Number API Clients [16]

*Number EMSEs [64]

*Enable Toolkit STP [True]

*Define Map Operations [SRI-SM | MT-FORWARD-SM | MO-FORWARD-SM | REPORT-SM-DELIVERY | Set-
Message-Waiting | Forward-MO | Alert-SC | ATI | CNAM | 0800 | PSI | INSERT-SUBSCRIBER_DATA |
READY-FOR-SM | UPDATE-LOCATION | CANCEL-LOCATION | INFORM-SERVICE-CENTRE | USSD]
*Define SIGTRAN UA [M2UA | M2PA | M3UA | IUA]
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