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1.0 Introduction

The Squire Technologies SVI-DSC Camel to Diameter Interworking Function provides
interworking between Camel and Diameter to allow for pre- and post-paid integration of a
diameter supported OSC into non diameter networks which support Camel.

1.1 Network Nodes

The following diagram shows how the IWF fits into a network to combine the SS57 network with
a diameter network.

SVI-IWF

SVI-DSC

The following network elements in the above diagram are described below

1.1.1 GMSC
The Gateway MSC (GMSC) is the home or visited GMSC of a GSM network that the Mobile
Subscriber (MSC) is currently registered to. Through configuration of the GMSC either directly

or through provisioning via the home network’s HLR, CAMEL triggers are set to initiate a
CAMEL dialogue with the SVI-DSC.

1.1.2 STP

The Signalling Transfer Point (STP) provides the connection into the GSM SS& network allowing
for the GMSC’s CAMEL messages to be routed to the SVI-DSC.

1.1.3 SVI-DSC
The SVI-DSC provides both the SS7 interconnect and on board DRA capabilities for the IWF.
The SS7 interconnect can be on either TDM or SIGTRAN, supporting SIGTRAN application layers
of M2PA, M3Ua or SUA.

1.1.4 SVI-IWF

The SVI-IWF connects to the SVI-DSC using the SVI-DSC TAS APIs to provide the interworking
between CAMEL and diameter.
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1.1.5 0OCS

The diameter compliant Online Charging System (OCS) which provides the home networks
charging functionality.

1.1.6 Mediation Capability
The SVI-DSC provides a mediation function that allows for the manipulation and steering of

Diameter messages solving interoperability issues, providing access control, network topology
hiding and advanced routing among other functions. See User Guide.
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2.0 Overview of Camel to Diameter Interworking

2.1 Functionality
The IWF provides the following high level support

e Online charging for Voice Calls

e Online charging for SMS

e On credit failure redirection of call to IVR

e USSD messaging for end of call information (AoC, Credit, etc).

2.2 Overview of Interworking
The following ladder interworking diagram shows the basis of the interworking between
CAMEL and diameter for a voice call.

GMSC SWI_TWF ocs

CAP_I0OPCTCAP Begind

CCRiInitial Request)

CCACSucce: 3]

CAP Reguest Report BCSM CTCAP Continue)

CAP ApplyCharging (TCAP Continuer
CAP Continue(TCAP Cantinue)
CAP Event Repart BCSH - AnswercTCAP Continue)
CAP fApplyChargingReport (TCAP Continue)
CCR{Update Reguest)

CCACSucce: 3]

CAP ApplyCharging (TCAP Continue)

CAP Event Report BCSM - DisconnectcTCAP Continue)

CAP AppluChargingReport(TCAP Continue)

CCR(Termination Request)

CCAtSuccess )

ReleaseCall(TCAP End)

Further ladder interworking information can be found HERE

The full interworking specification can be obtained from Squire Technologies on request.
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3.0 Configuration

The configuration to provide the SVI-IWF Camel function is broken down into three separate
areas:

e SVI-DSC configuration for diameter peer connections
e SVI-DSC configuration for SS7 interconnect
e SVI-IWF for Camel interworking function

3.1 SVI-DSC diameter configuration

The SVI-DSC is responsible for the diameter peer connections, routing, retries and binding
policies.

The SVI-IWF connects to the DSC over a diameter peer. The SVI-DSC is responsible for routing
the traffic to the required peer and maintaining the bound path to the OCS.

Document SVI-DSC Diameter User guide provides the steps for setting up the following

e Setting up the peer connection for delivery of the diameter service (Refer to section
6.2/6.3 in the above DSC User Guide)

e Setting up the routing table (Refer to Section 7 in the above DSC User Guide)

e Setting up the binding rules if required

e Setting up retry, reattempt policies.

3.2 SVI-DSC SS7 configuration

The SVI-DSC is responsible for routing the correct SS7 traffic to the SVI-IWF over the SVI-TAC
interface.

Document SVI-SG-STP User-Guide provides the steps for setting up the following

e SS7 network interconnect
e Setting up the SVI-TAC
e Setting up the SS7 routing tables to deliver the required SS7 messages to the TAC.
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Attribute Description Type Values Cfg action
Description Unique name for each String
resource instance
Status Specifies the status of the | Enum Niu SC
resource Oos
Start
Ins
initial_dp_response Specifies response to Enum IWF_Connect RT
InitialDP IWF_ReleaseCall
IWF_Continue

Default : Continue

release_cause This specifies the default | Integer | Default 16 RT
CAMEL release cause used
for mapping between
Diameter and CAMEL
resut-code/cause

apply_charging Specifies if apply-charging On RT
is included in the Off
backward response to the Default: on
CAMEL initialDP
call_information Specifies if call- On RT
information is included in off
the backward response to Default: off
the CAMEL initialDP
request_report_bcsm Value of BCSM request BCSM_INTERRUPTED RT
report BCSM_NOTIFY_AND_C
ONTINUE
Default:
BCSM_NOTIFY_AND_C
ONTINUE
destination_address If initial_dp_response is String RT

set to IWF_Connect this
attribute contains the
included destination

address

originating_caller_numb String RT
er

redirecting_number String RT
calling_party_domain String RT
called_party_domain String RT
redirecting_number_inf Unit32 RT
ormation
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T_DIAM_CC_Tx

The value of the Credit-
Control Tx Timer in ms
(see RFC4006 section 13)

Uint32

Squire Technologies - Confidential Document

Default: 1000

RT

T_CAMEL_CCTIME_GRAC
E

Grace period in ms. The
remote Camel device
must respond within CC-
Time plus this period

Unit32

Default: 10000

RT

T_SESSION

Over all session time

Unit32

Default:0

RT

T_CAMEL_DISC_REPORT

Timer that waits for all
elements that are needed
for a complete CCR-Final
to be produced

Unit32

Default:1000

RT

T_ANNOUNCEMENT

Maximum time that an
announcement is allowed
to play before the call is
cleared.

Unit32

Default: 60000

RT

Temporary Failures

List of comma-delimited
Diameter Result-Codes (as
integers) which will be
treated as if the OCS did
not respond

String
Max
500

RT

CC-Failure-Handling
default

If The Credit-Control-
Failure-Handling AVP is
not present in CCA this
value is assumed

Enum

TERMINATE
RETRY_AND_TERMINAT
E

DELETE SESSION
Default: TERMINATE

RT

CC-Time default

If the OCS does not
respond to CCR with CCA
within T_DIAM_CC_Tx this
value of CC-Time will be
used. If 0 then Camel
Release-Call is sent

Uint32

Default:0

RT

Announcement
Repetitions

The number of times the
IWF instructs the Camel
device to play
announcements

Byte

Default:1

RT

Announcement Server

The INAP
ipRoutingAddress that is
used for announcements
whose ID is not in the 'ld
Prefix List’

String
Max
500

RT

Announcement Id Prefix
List

a list to direct special
handling of specified
announcement-ids. INAP
Connect (with
destRoutingAddress={prefi
x}{ann-id}) will be sent.

String
Max
500

RT
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Id/Prefix definitions are ;
separated. Allowable
formats: {ann-id};{ann-
id}=;{ann-
id}={prefix};{ann-
id}={prefix} The first
version uses the
‘Announcement Server’
attribute as the prefix;
the second uses no prefix
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Incoming DB parameter resource Group RT
SmscNormalise pointer for normalisation
of InitialDp number
parameters
MO Call Service-Id The Diameter Service-Id Unit32 | Default: 255 RT
to use for MO calls.
[Default is the Camel
Service-Key value]
MT Call Service-Id The Diameter Service-Id Unit32 | Default:255 RT
to use for MT calls.
[Default is the Camel
Service-Key value]
SMS Service-1d The Diameter Service-Id Unit32 | Default:255 RT
to use for SMS. [Default is
the Camel Service-Key
value]
MO Forward Service-ld The Diameter Service-Id Unit32 | Default:255 RT
to use for MO forwarded
calls. [Default is the
Camel Service-Key value]
NTP localtime If set the Camel NTP Byte True RT
timestamps will be in the False
local timezone - not UTC Default: False
Max-Ussd-Octets The maximum length of a | Byte Default: 140 RT
USSD message string -
measured in octets rather
than characters
Remote Peer Resourc
e
Diameter Dictionary File location of diameter | String
dictionary Max
500
Diameter Template File location of template | String
to define aspects of Max
contents of Diameter 500
messages
timezone Byte Default: 0 RT
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timezoneSign

Enum
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True
False
Default: False

RT

SDRs

To enable production of
session data records

Enum

True
False
Default: True

RT

Max-CCR-Before-Ans

The maximum number of
CCR-U that will be sent
when waiting for call-
answer. After this count
the call is cleared

Byte

Default: 0

RT

Realm

The diameter realm for
this local peer. Used by
DNS to find the addresses
to listen on and used in
the Origin-Realm AVP sent
to remote peers.

String

RT

Host (pref_iwf_hostnam
e)

The diameter host name
for the peer on the
preferred IWF plane.

String

RT

Acct Applds

List of integer accounting
application IDs supported
by local peer

Integer
List

RT

Auth AppldS

List of integer
Authentication
application IDS supported
by local peer

Integer
List

RT

Pref_diam_ip

Preferred Plane Diameter
Network Interface address

Port (diam_remoteport)

Diameter Peer Remote
Port (Internal connection
to SS)

Host
(pref_dsc_hostname)

The diameter host name
for the DSC remote peer
on the preferred plane.

String

RT

Host(npref_iwf_hostna
m)

The diameter host name
for the peer on the non-
preferred IWF plane.

String

RT

Npref_diam_ip

Non-Preferred Plane
Diameter network
interface address

Host
(npref_dsc_hostname)

The diameter host name
for the DSC remote peer
on the non-preferred
plane.

String

RT
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3.3 SVI-IWF SS7 configuration
Document SVI-SG-STP User-Guide provides the steps required for OPC/Linkset and DPC - see
sections noted below for specific configuration items.

Refer to Section 5.3 to 5.6 for OPC/Linkset and DPC

Refer to Section 6.5 to 6.8 for Sigtran M3UA or P2PA connections.

3.4 SVI-IWF configuration
The configuration of the IWF is handled by the Camel-Diameter Interworking wizard

3.4.1 SVI-IWF Attributes
The SVI-IWF has the following configurable attributes

See below description of attributes in IWF resource.

3.4.2 Showing Configured Interworking Functions
To see the current configured interworking function configured through a wizard go to
Configuration > Wizards > Diameter > Camel-Diameter Interworking. A table is displayed
showing the current configured interworking functions

Wizard Instances: Camel-Diameter Interworking

[ New Delete || Copy <l Import From CSV File | Export to C5V File

Search: Next
D id s initial_dp_response (initialdpresponse) #|release_cause (releasecause) 3| apply_charging (applycharging) #|call_information (callinformation) #|request_report_bcsm (reques
[ |iwf IWF_Continue 16 true false BCSM_NOTIFY_AND_CONTINUE
<< < Rows Per Page 20 Page 1 of1 >

3.4.3 Configuring a New Interworking Function
To configure a new interworking function through the interworking function wizard navigate

" New
to Configuration > Wizards > Diameter > Camel-Diameter Interworking >
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The following form will appear.

Wizard: Camel-Diameter Interworking

| # Configures the Camel-Diameter IWF resource

Name: New Camel-Diameter Interworking#1

initial_dp_response (initialdpresponse) [IWF_Continue [=]
release_cause (releasecause) l 16 ]il
apply_charging (applycharging)
call_information (callinformation) |:|
request_report_bcsm (requestreportbcsm) |ECSM,NOTIFY,AND,CONTINUE I - |
CC-Time default (cctimedefault) [300 =

destination_address (destinationaddress)

calling_party_domain (callingpartydomain)

called_party_domain (calledpartydomain)

Incoming SmscNormalise E|

originating_caller_number (originatingcallernumber)

redirecting_number (redirectingnumber)

redirecting_number_information (redirectingnumberinformation) l

T_DIAM_CC_Tx (tdiamcctx) [

T_CAMEL_CCTIME_GRACE (tcamelcctimegrace) l

EEEE

T_SESSION (tsession) l

The wizard will default the initial configuration to the required values to provide a base

system. If any of the base configuration needs to be changed, these values can be changed as
defined in the above attribute table.

To save the configuration, select the @ Create | button.

3.4.4 Normalising InitialDP MSISDN

The SVI-IWF allows for the normalisation of the incoming MSISDN that is interworked from the
IntialDP across into the Diameter CCR message.

To add MSISDN normalisation the Camel-Diameter Interworking attribute, Address
Manipulation Rules are configured to setup a set of normalisation rules.

3.4.5 Address/Number Manipulation

Address Manipulation Resource handles decode of a variety of INAP nhumber parameters and
normalise them.

MO Address Manipulation / MT will be picked based on the IDP csi.
MF will be picked for MO calls that have redirectingNumber and/or originalCalledNumber
contents.

SMS will be used for IDPSMS messages.

Each parameter has an option that controls which IDP parameters are passed to the matching
algorithm.
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The IDP parameters are grouped into categories -
Called-Party-Number - IDP calledPartyNumber/calledPartyBCDNumvber/callingPartyNumber
Calling-Party-Number
Redirecting-Party-Number
Original-Called-Party

Imsi

Originating-Switch-Address - IDP LI->vlr-number, msc-address, gmsc-address, etc

By default the following number categories are passed to the matching algorithm -
MO/MT - called/calling
MF - called/calling/redirecting/originalcalled

3.4.6 Address/Number Manipulation MO Rules

Name: | WO_rules

Add tems

Addresshanipulation Resources In Group: HO_rules

-] New RemveLuCopyD Edit |=£| Columns Addresslanipulation 0
Select | |id \wizard status | Description [Match Parameter-Name  [Match Digits Hatch Type-Of-Number [Match Nature-Of-Address| Set Digits to Strip|Set Prefix  |Set Type-Of-Number|Set Nature-0f-Address|
D cgpn noa nfl prefixTvariants| NS cgpn_noa_ntl_prefixTvariants|INAP Caling Party Number  |7781,77003,77007,77008,7624,7924, 7911, 7757, 7829,7839 3-nationdl 44 4-international
D cdpnBCD ton ukn prefix00 INS cdpnBCD_ton_ukn_prefix00 | INAP Caled Party BCD Number| 00 (-nknovn 1 1-international
D cdpnBCD ton ukn prefix00 NS cdpnBCD_ton_ukn_prefix00 |INAP Caled Party BCD Number|%00 0-nknovn 44 1-nternational
D cdpnBCD ton ukn prefixd INS cdpnBCD_ton ukn_prefix0 | INAP Caled Party BCD Number|0 0-unknovn 1 44 1-international
D cdpn prefix7 lentd nat INS cdpn_prefix7_len10_nat INAP Called Party Mumber | Tioooooooot L-national 44 1-intemational
D cdpn prefix7 len10 ukn INS cdpn_prefix7_len10_ukn INAP Called Party Mumber | Tioooooooot 0-unkngvn 44 1-intemational
Fist | Up  Down  Last
8 ﬁowsPerFﬁge‘lD ‘Fﬁge‘W ‘aﬁ »
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3.4.7 Address/Number Manipulation MT Rules

Hame: s

Add Items

Addressianipulation Resources In Group: MT_rukes

2 New . Remove ' Copy [ Edi 4 Colunns Addressaripulation i]|
Select) [id |wizard |status |Description |iatch Parameter-Hame |Match Digits |Match Type-Of-Humber | Match Nature-Of-Address|Set Digits to Sirip| Set Prefix | Set Type-Of-Humber|Set Hature-Of-Address|

E CZDn noa ukn prefi NS |cgpn_noa_ukn_pre INAP Calfing Party Number 2-unknown 2 4-intzmational

|: CZDn Noa wikn prefi icgon_noa_ukn_prefd 1N4P Calfing Party Number |0 2-unknown 4 4-international

|: cgpn noa off prefid) lcgpn_noa_nti_p 1N4P Calfing Party Number |0 iond 4 4-intemnational

E ceon noa ot prefict-§ lentQ| NS |cgpn_noa_nt|_prefict-5_len10)| INAP Calling Party Number Fnationd 4 4-international

[0 |{ceze oos win eefixt9 cepn_0a_ukm_prefix!-9 | INAP Caling Party Number 2-unkooun m 4-intemationl

[ {{econ ooa i peinposs INS  |cdpn_noa_ukn prefod044  |1NAP Caled Party Namber (0044 2-unknoun i 4-intemational

E cdon noa intl prefidd44 INS  fcdpn_m IHAP Called Party Humber (0044 |4-international 1 4intemational

|: cdon noa wikn prefi IS NAP Called Party Number (0 Z-unknown 4 4intemational

E cdon noa ot prefid) 15 [NAP Called Party Number (0 -nationd 4“4 4intemational

O [ 1P Cated Pty Numer [T 4

Fist | Up  Dmn | Lst
« |« RowsPerPage|l)  Pagelt  jofl > | »
. .
3.4.8 Address/Number Manipulation MF Rules

Hame: | MT_rues

Add Itens
Addressianipulation Resources In Group: MT_rules

“ w12 Remove [ Copy [7 Eat ] Colums Addresianipuition 0‘
Select) [id |wizard |status |Description |atch Parameter-Hame |Match Digits |Match Type-Of-Humber | Match Nature-0f-Address|Set Digits to Sirip| Set Prefix | Set Type-Of-Humber | Set Nature-Of-Address
E C2pn noa wkn preficdd NS |cepn_noa_ukn_pre INAP Calling Party Nu 2-unknown 2 4-international

|: C2pn noa ik prefin NS |cgpn_noa_ukn_pre INAP Calling Party Number 0 Z-unknown 4 4-intermational

E ceon noa ol prefid) INS HAP Caling Party Number| 0 3-nationd 4 4-international

[ | ceon_noa i efict4 ento NS |cepn_noa_nt_prefict 3 len10]INAP Caling Prty Humber 3 aationd m intermational

[ ez noa i peefirt9 NS [czpn_noa_ukm_prefixi 9 {1KAP Caling Party Number, 2-unknown m 4 international

E cdon noa wikn prefidd4 4P C: y Humber |04 Z-unknown n 4intemational

|: ccpn no infl prefrdddas INAP Called Party Nunber (0044 | -nternational 1 4intemational

|: cdpn noa wikn prefind NS |cdpn_noa_ukn_pre INAP Called Party Number (0 2-unknown 4 4-international

E cipn nod ntl prefid) INS  |cdpn_noa_ntl_prefiod) INAP Called Party Humber (0 nationd 4 4-intermational

[0 {}edon prefe? et NS |cdon_prefod ent0 1H4P Cate Party umber (T m

Fist  lp  Down Lt

« < Rowhrkee 0 e/t ol 2 =
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3.4.9 Address/Number Manipulation - Refer in IWF Resource

EEesoupees IJ Wwizards I.l Hisrarchy wizard: Camel-Diameter Interwer king

~ G ;E:amat.—:-rl . > | # configures the Camel-Diameter IWF resouros
/1 Ccamel-Diameter Interworking
(/7 piameter Local Peer Hame: iwf
(/7 pDiameter Remote Peer
(/7 pDiameter Routing Table . .
7 Diameter s K initial_dp_response (initialdpresponse) ||\'\-‘F Continue I - |
L ESME release_cause (releasecause) | 15 =
" mediaGateways
v ossT apply_charging (spplycharging)
. * sTR . . . .
I '—:: System call_information (callinfor maticn) I:l
& Systes
request_report_bosm (requestreporthosm) [Ecsm_nomFy_anp_conmNue] = |
cC-Time default (cctimedefault) B =

destination_address (destinationaddress) |

calling_party_domain (callingpartydomaing |

called_party_domain (calledpartydomain) |

Incoming SmscHormalise El

m address manipulation L ‘" MO_rules [ |
m address Humbers | ‘
MT Aaddress manipulation |._ "'” MT_rukes St |
MT Address Humbers | ‘
MF address manipulation | '" MF_rules A |

MF Address Humbers |

3.4.10 Diameter Template
The dimeter template is an XML definition file that allows the user to define the following.

e Interworked AVPS from Camel that should be included in the CCR messages.
e User defined AVPS that should be included in the CCR messages.
e Removal of AVPs contained in the CCA message that will trigger logic within the IWF.

3.4.11 Format

The following section describes the XML format of the Diameter Template XML definition files.

3.4.12 Message Definition Element
The top level <Message Definition> element contains the message definitions.

Name Type Repeat Description
Message Element Yes This element specifies the diameter
message.

Element: Message
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Message Element

The <Message> element contains the definition of a message.

Name

Type Repeat

Description

Name

Attribute No
String

This contains the username of the
diameter message.

Code

Attribute No
Integer

This contains the diameter messages code
value

Type

Attribute No
Enum

This specifies if the message defined is for
Requests or Answer messages.

Answer: This is an Answer message
Request: This is a request message

AVP

Element Yes

Contains the list of diameters AVP
definitions

Element: AVP

3.4.14

AVP Element

The <AVP> element contains the definition of a message.

Name

Type

Repeat

Description

Name

Attribute No

String

This contains the user name of the diameter
AVP as defined in the diameter dictionary.

Requests :

If defined in a request message with no value
attribute the IWF will include this AVP if
interworked by the IWF from CAMEL.

If defined in a request message with a value
attribute the AVP will be added to the outgoing
message with the defined value contents

Answer :

If defined in an answer message and this AVP is
used to interwork to the CAMEL interconnect,
this function will be executed. If removed this
function will not be executed.

Value

Attribute No

Only valid in requests. The contents must
contain the correct syntax for the type of AVP
being defined.
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3.4.15

Resources IH Wizards || Hierarchy |

CRRRERRRERERRRRRRRRRERRRRRRRRRRRRRE

1+ APIClient

AS

ASP

Card

Debug
DestinationPeoint
DiameterLocalPeer
DiameterRemotePeer
DiameterRoutingTable
DiameterStack
ESME

IP

IPRoute

IWF

InternalDb
L3Label

Linkset
MTPRoute
OriginatingPoint
Pipe

Plane

Route
RoutingKey
SCCPDB
SCCPLabel

SCTP

sqL

S57Stack
SignallingLink
SmscMormal
System
TCAPLabel

y TsMap

Squire Technologies - Confidential Document

Configuration Overview

3.5 Resources & Attributes

System abstracted into Resources

Diameter Local Peer, Remote Peer, Diameter Stack

A resource has a number of attributes

Linkset references Originating Point , Destination Point etc.
Additional Configuration is done against these resources

Resources are arranged into a parent, child hierarchical arrangement
Child cannot come into service until parent is in service

If parent fails then children are taken out of service
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3.6 Wizards
» Quickly configure multiple resources
Parent/Child relationships are automatically created
= Derived Resources tab will display exactly what the Wizard has created

y

Wizard: Sigtran SCTP Socket (7]

Name: Pref-Pref

end Server [-]
local address 192.168.80.250

remote address 192.168.4.105

local port [2975 1]
remote port [3975 1]

Multi-homed local address (multihomedlocaladdress)

Multi-homed remote address (multihomedremoteaddress)

Options (sctpopts)
Identifier ‘0 ‘ = |
End (aspend) [1psp =]
Protocol ‘MSUA || - ‘
SE-IPSP
Options (aspopts) -
asid AS_STP
pryrr— o ot e
|8 8sck Ooune 7 Eat i wisara for i conwertio Gronp () Bevert o Whaad G et B Back @ oane ) L0t in Wiz Form 5 Coneer siesup ) eweet fo Wiamea 8 beiresn |
L —————— S———
sccrom # .
o E—
- Zer
e ]
&
=)
g — o
] ’ |sena
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3.6.1 Diameter Resource Hierarchy

System

Local Plane

Diameter Stack

Remote Peers

[ - ‘ I
Routing Table

3.6.2 Resources Hierarchy

Signalling Link
(557 Signalling Link)

Destination
(557 Destination)

LT
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3.6.3 Hierarchy
The Hierarchy tab is a graphical representation of the parent-child relationship on the SVI and
is used to monitor the service state of resource instances, expand the navigation to easily find

any faults.

Configuration || SMSC ” Diameter H Fired Alarms ” Status ” System Details ” Charts || =+ ‘
Configuration  Edit ¥ Back ¢7 Forward ) Commit (7]
Resources || Wizards |N Hierarchy || View OriginatingPoint Resource(s) (7]
- [ | % Back % Refresh
v System: none .
L Plane: 0 OriginatingPoint OPCO ¢ Edit
- OriginatingPoint: OPCO status INS
Linkset: LSO Type 557 Originating Point
ss7Stack: DPC_STP Protocal ETS|
DestinationPoint: DPC_STP STPMode None
- DiameterStack: diaPref p?lﬂtCDdE 3000
> DiameterLocalPeer: pref o z
. . debug 0
DiameterRoutingTable: pref realm.com
X X Inservice [02:07:2018][15:41:54:117]
DiameterRoutingTable: pref ocs1.realm.com 5 -
Di terRoutingTable: pref ocs2. real Retrieval Persistent true
iameterRoutingTable: pref ocs2.realm.com CiTimers 0
DiameterRoutingTable: pref iwf.realm.com
- Plane: 1 << || < Columns Per Page 10 Page 1 of 1
» PR | -5
L3
L3
L3
L3
IP: 199
IP: tel
IP: 55
IP: SQUIRE_IWF_Pref
SQL: sql
SQL: backup
= [/} Security
System: none
= (£ smsC
System: none

3.6.4 Announcement Handling Functionality
The SVI-IWF will handle any announcement specific AVP’s passed to it through OCS and

generate require CAP connectToResource and CAP playAnnouncement based on the
information coming back from OCS.

AVPs from OCS to enable Announcement:

The below AVP’s should be sent to SVI-IWF from the OCS to identify the required
announcements.

*Announcement-Information (Vendor=10415, AVP Code=3904, type Grouped)
**Announcement-ldentifier (Vendor=10415, AVP Code=3905, type Unsigned32)

The Announcement-Identifier AVP will contain a code identifying an announcement to be
played.
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**Language (Vendor=10415, AVP Code=3914, type UTF8String)
The Language AVP will contain the language of the announcement.

Configuration to enable the Announcement signalling on IWF:

There are two relevant IWF attributes, ‘Announcement Server’ and ‘Announcement Id Prefix
List’

{"Announcement Server”, The INAP ipRoutingAddress that is used for announcements whose
ID is not in the 'ld Prefix List"},

{"Announcement Id Prefix List","a list to direct special handling of specified announcement-
ids. INAP Connect (with destRoutingAddress={prefix}{ann-id}) will be sent. Id/Prefix
definitions are ; separated. Allowable formats: {ann-id};{ann-id}=;{ann-id}={prefix};{ann-
id}={prefix} The first version uses the 'Announcement Server' attribute as the prefix; the
second uses no prefix'},

There are two ways of doing announcements, one of which breaks down into three different
sub-methods

1) Connect-to-resource/play announcement
If the announcement-id is not in the prefix list, this method is used.
Connect-to-resource contains ip-routing-address with contents ‘announcement server’
Play announcement contains information-to-send with the ann-id as contents (#reps
from config)

Screenshot for reference:

M nniD.pcap
File Edit View Go Capture Analyze Statistics Telephony Wirdless Tools Help
4= ® RE e o5/ Eaaa#H
[ ]camel
Time Source Destination Protocal Contents

lB478008 UTC 5.622374 1138 2198 Camel-v2 invoke initialDP
3243800 UTC 5.998978 2198 1138 Camel-v2 invoke requestReportBCSMEvent inveke connectToRescurce invoke playAnnouncement
> Linux cooked capture vi
> Internet Protocol Version 4, Src: 18.202.1080.42, Dst: 100.127.11.134
> Stream Control Transmission Protocol, Src Port: 2985 (2985), Dst Port: 2985 (2985)
> MTP 3 User Adaptation Layer
> Signalling Connection Control Part
> Transaction Capabilities Application Part
> Camel-v2
v Camel-v2

v invoke

> invokeId: present (@)
> .
v
v resourceAddress: ipRoutingAddress (@)
~ ipRoutingAddress: 84181ble

@... ... = Odd/even indicater: even number of address signals

.20@ 8108 = Nature of address indicator: internaticnal number (4)

[ T = INN indicator: routing te internal network number allowed

.881 .... = Numbering plan indicator: ISDN (Telephony) numbering plan ITU-T E.164 (1)

> Called Party Number: Bl@l
~ servicelnteractionIndicatorsTwo
bothwayThreughConnectionInd: bothwayPathRequired (@)
v Camel-v2
~ invoke
> invokeld: present (@)

> e: local (@
~
~ informationToSend: inbandInfo (8)

~ inbandInfo
> messageID: elementaryMessageID (@)
numberOfRepetitions: 1
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2) Connect
Announcement-id is in the ‘id prefix list’

Connect contains destination-routing-address with variable contents depending on ‘id
prefix list’, see below

Screenshot for Reference:

AmJ@® RE Re=2EGF X EQaan
[A]camet X] -
No. UTC Arival Time Time Source Destination Protocol IMsI Contents
1 Apr B, 20824 13:48:31.765989080 UTC ©.000000 4881 384 Camel-v2 68782991.. invoke initialDP
6 Apr B, 2024 13:40:32.009104000 UTC ©.243195 384 4001 Camel-v2 invoke requestReportBCSMEvent invoke connect
> Frame 6: 384 bytes on wire (2432 bits), 384 bytes captured (2432 bits)
> Linux cocked capture v2
» Internet Protocol Version 4, Src: 192.168.52.11, Dst: 172.16.0.1
> Stream Control Transmission Protocol, Src Port: 2911 (2911), Dst Port: 2911 (2911)
> MTP 3 User Adaptation Layer
» signalling Connection Control Part
> Transaction Capabilities Application Part
> Camel-v2

v Camel-v2
v invoke
> invokeld: present (@)
> opcode: local (@)
~ Copnectirg
~ destinationRoutingAddress: 1 item
¥ CalledPartyNumber: 82101217
... .... = Odd/even indicator: even number of address signals
.888 B@18 = Nature of address indicator: unknown (national use) (2)
©... .... = INN indicator: routing to internal network number allowed
.80l .... = Numbering plan indicator: ISDN (Telephony) numbering plan ITU-T E.164 (1)
v Called Party Number: 2171

.. @818 = Address signal digit: 2 (2)
2001 .... = Address signal digit: 1 (1)

.. @111 = Address signal digit: 7 (7)
8001 .... = Address signal digit: 1 (1)
E.164 Called party number digits: 2171

Method (2) sub methods

Formats of prefix list - {ann-id};{ann-id}=;{ann-id}={prefix};{ann-id}={prefix}
The ‘announcement server’ is only used when the first format is used.

a) Route to standard announcement server (with announcement-id as suffix)
Announcement server “99999”
Announcement Id Prefix List 1,2,3
When diameter ann-id 1 is received, the value 999991 would be put into the inap
destination-routing-address.

b) Route to another announcement server (with no suffix)
Announcement Id Prefix List 8888=

When diameter ann-id 8888 is received, the value 8888 would be put into the inap
destination-routing-address.

Note - this has the limitation that the Announcement-Ildentifier AVP is a 32-bit number, and so
the length of the announcement server number is limited to that.

¢) Route to another announcement server (with announcement-id as suffix)
Announcement Id Prefix List 7777=66666

When diameter ann-id 7777 is received, the value 666667777 would be put into the
inap destination-routing-address.
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Worked example of method 2 -
Say you have four announcement servers, 11111, 22222, 33333, 44444

11111 - plays announcements 1 to 3. Number Format is 11111x where x is the announcement
22222 - plays announcements 6-7. Number Format is 22222x where x is the announcement
33333 - plays announcements 11-12. Number Format is 33333xx where x is the announcement
44444 - only plays one announcement and it is un-numbered. Number is 44444

Announcement server “11111”
Announcement Id Prefix List 1,2,3,6=22222,7=22222,11=33333,12=33333,44444=
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4.0 SDRs Session Data Records

The SVI-IWF produces Session Data Records (SDRS) containing information on a billing session
through the IWF. The SDR fields are stored in an SQL database allowing for later interrogation
and profiling of these records.

The SVI-IWF maintains two tables for handling the SDRS. The first table (svi_smsc.active_sdr)
contains the current active SDR records and the second table (svi_smsc.final_cdr) contains the
completed SDR records. The active table is used for redundancy allowing for the securing of
active sessions across the redundant planes.

4.1 SDR Fields
The following table describes the available fields.
Column Type Description
Sessionld String/varchar |Unique Id representing the session

session_type

String/varchar

This field represents the type of session
Can be
MO_SMS,MT_SMS,MT_voice,MF_voice_regular,MO_voice

mtp_params

String/varchar
Non NULL

This field has all the MTP3 layer parameters available in a format
opc=x;dpc=y;ni=z

sccp_cdpn_para
ms

String/varchar

Non NULL

This field has all the SCCP layer parameters for Called Party
Address available in a format
cdpn.digits=a;cdpn.tt=b;cdpn.gti=c;cdpn.np=d;cdpn.noa=e;cdpn.
es=f;cdpn.ssn=g;cdpn.pc=h;cdpn.ri=l;cdpn.ntl=j;

SCcp_cgpn_param
S

String/varchar

Non NULL

This field has all the SCCP layer parameters for Calling Party
Address available in a format
cgpn.digits=a;cgpn.tt=b;cgpn.gti=c;cgpn.np=d;cgpn.noa=e;cgpn.
es=f;cgpn.ssn=g;cgpn.pc=h;cgpn.ri=l;cgpn.ntl=j;

tcap_params

String/varchar

Non NULL

This field has all the TCAP layer parameters in a format
origid=a;destid=b;appctxt=c;

camel_params

String/varchar

Non NULL

This field has all the CAMEL layer parameters in a format
idp.cdpn.digits=a; idp.cdpn.noa=b; idp.cdpn.numplan=c;
idp.cdpn.ton=d;idp.cgpn.digits=e; idp.cgpn.noa=f;
idp.cgpn.numplan=g; idp.cgpn.ton=h;
idp.imsi=i;idp.loc.vlr.digits=j; idp.loc.vlr.ton=Kk;
idp.loc.vlr.numplan=l;

diameter_params

String/varchar

Non NULL

This field has all the Diameter layer parameters in a format
cca.initial.ccfh=a;

diameter_transpo
rt_params

String/varchar

This field has the name of the diameter peer used to send the
messages and any host names of the ocs that the session is bound
to

Non NULL
peer.name=a;remotepeer.hostname=b;localpeer.name=c;
Integer
session_state State of the record
Non NULL

timer_params

String/varchar

Non NULL

This field has all the timers parameters in a format
tm.camel.response=b;tm.tx.timer=c;tm.session.timer=d;tm.

camel.disc.report=e;

Page 26 of 66




SVI-DSC Camel IWF User Guide

Squire Technologies - Confidential Document

Times are absolute expiry time in UTC which can then be
converted back into local time and appropriate timers restarted.

String/varchar

This field has all the events that has happened in a datetime
string format

events : - N . .
Non NULL cap.idp.received=a;dia.ccr.sent=b;cap.erbcsm.answer=c;cap.erb
csm.disconnect=d;
flags String/varchar This field has all the session related flags that are for internal

Non NULL

use in below format

String/varchar
session_params

This field has all the session related parameters that are for
internal use

Non NULL cc_req_num=a;h2h=b;e2e=c;invokeid=d;cctime=e;acr_rxd_for_ac
=f;validity=g;
Mediumblob This field represents the initial IDP or IDP SMS received by the
cap_initial_para system which resulted in the creation of session. The data is in
ms Non NULL hex format same as that of the info block received by the iwf

task from CAMEL stack

String/varchar

wireshark_fileter Non NULL

This field represents a wireshark filter that can be used to filter

a pcap trace to find the session that created this SDR
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5.0 TDRs (Transaction Data Records)

The SVI-DSC produces into the SQL database, Transaction Data Records which provide a
detailed record of each transaction through the SVI.

To view the Transaction Data Records navigate to Diameter > TDRS. The following table
will be shown.

Configuration | SMSC

& Refresh

Diameter

Fired Alarms | Status || _System Detaiis ||

charts ||

| Update every [30

s

Configured Local Pesrs || Configured Remote Pesrs || ToRs ||| Statistics
e

Start Time + Stop Time = |Incoming Peer + | Outgoing Peer + |Local Peer & |SVI Result = Rslt-Code ¢ Rslt-Code + [Cmd-Code + [ Cmd-Code s+ [App-Id = App-id &

BE 2013-04-23 10 il _pref pref Mo Route | DIAMETER_UNABLE_TO_DELIVER 3002 M2 Credit-Control-fleq|4 Credit Control Application
BE pref Mo Route | DIAMETER_UNABLE_TO_DELIVER|3002 2 Control-Rea|4 Credit Control Application
BE pref No Route  |DIAMETER_UNABLE_TO_DELIVER|3002 72 Credit-Control-Req|4 Credit Control Application
cerillion_ocs_pref]| pref Success DIAMETE 5001 272 Cregit-Control-Req|a Credit Control Application

BE cerillion_ocs_pref | pref Success 5001 272 Cregit-Control-Req|4 Diameter Credit Control Application
BE cerillion_ pref Success 5001 M2 Credit-Control-fleq|4 Diameter Credit Control Application
BE pref Ho Route WETER_UNABLE_TO_DELIVER|3002 2 Credit-Control-Req|4 Diameter Credit Control Application
BE pref No Route \ETER_UMABLE_TO_DELIVER|3002 72 Credit-Control-Req|4 Diameter Credit Control Application
= pref No Route | DIAMETER_UNABLE_TO_DELIVER|3002 272 Cregit-Control-Req|a Diameter Credit Control Application
cerillion_ocs_pref | pref Success v 3003 272 Cregit-Control-Req|4 Credit Control Application

BE cerillion_ocs_pref | pref Success 5001 M2 Credit-Control-fleq|4 dit Control Application
BE cerillion_ocs_pref | pref Success 5001 72 Credit-Control-Req|4 dit Control Application
EE cerillion_ocs_pref | pref Success UNSUPPORTED 5001 272 Credit-Control-Req|4 dit Control Application
El= cerillion_ocs_pref| pref Success NSUPPORTED 5001 272 Cregit-Control-Req|a it Control Application
BE cerillion_pcs_pref | pref Success NSUPPORTED 5001 272 egit-Control-Req|4 Credit Control Application
BE cerillion_ocs_pref | pref Success DIAMETE] MSUPPORTED 5001 M2 edit-Control-fleq|4 Credit Control Application
cerillion_ocs_pref | pref Success DIAMETS MSUPPORTED 5001 72 Credit-Control-Req|4 Credit Control Application

BE cerillion_ocs_pref | pref Success DIAMETS UNSUPPORTED 5001 272 Credit-Control-Req|4 Diameter Credit Control Application
El= cerillion_ocs_pref| pref Success DIAMETE NSUPPORTED 5001 272 Cregit-Control-Req|a Diameter Credit Control Application
BE -23 T _pref cerillion_ocs_pref | pref Success DIAMETER_AVP_UNSUPPORTED [5001 272 Cregit-Control-eq|4 Diameter Credit Control Application

= < |Rows Per Page 20

Page |1

of 16 > | »=

Detailed Transaction Data Record View

A single transactions data can be displayed in greater detail by selecting the
the desired TDR record.

On selection of this icon a detailed record will be displayed.
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configuration | swsC_|[ Diameter || Fired Alarms || Status || System Detaits | charts |

5 Refresh | Update every [30 s

Configured Local Peers || Configured Remote Peers | ToRs || Statistics |

o Start Time & Stop Time & |Incoming Peer & | Outgoing Peer = |Local Peer ¢ |SVI Result ¢ Rlt-Code + Rslt-Code + |Cmd-Code = | Cmd-Code s [App-ld App-ld +

unctions
5 2018 iwf_pref pref No Route UNABLE_TO_DELIVER 3 m Credit-Control-Req|4 Diameter Credit Contral Application
5 20180 wf_pref pref. No Route UNABLE_TO_DELIY m Credit-Control-Req|4 Diameter Credit Contral Application
= 201 iwf_pref pref, No Route _UNABLE_TO_DELIVER 3002 m Credit-Control-Req|4 Diameter Credit Contral Application
= i Wi C 72 Credit-Col {-Re iame! C ontrol Applicatio
= 201 wf_pref o betais m Credit-Control-Req|4 Diameter Credit Control Application
B 201 wf_pref cer| m Credit-Control-Req|4 Diameter Credit Contral Application
[ wf_pref cer| |Start Time: 20156-04-23 10:15:24 - 272 Credit-Control-Reg |4 Diameter Credit Control Application
— Stop Time: 20180423 10:15:24 — S g g
E coming e et 7 it-Control-R tameter Credit Control Application
5 Dutgoing Peer: m Credit-Control-Rea|4 Diameter Credit Contral Application
B Local Peer: pref m Credit-Control-Req|4 Diameter Credit Contral Application
E cer{ |SV!Result: No Route ) Credit-Control-Req|4 Diameter Credit Control Application
= — [Rslt-Coder DIAMETER_UNABLE_TO_DELIVER - F— 0 S ——
5 2o ot o o 7 Credit-Contro iameter Credit Control Application
B cer| [Cmd-Coder 5] m Credit-Control-Req|4 Diameter Credit Contral Application
B cer| [Cmd-Code Text: __|Credit-Control-Req m Credit-Control-Req|4 Diameter Credit Contral Application
E cer| [App-ld: 4 72 Credit-Control-Req|4 Diameter Credit Cantrol Application
= cor| [RoRe: Diameter Credit Control Application m Credit-Control-Rea|4 Diameter Credit Control Agplication
S IC HoH-1d : 1001
5 e 06 HbH-ids B m Credit-Control-Req|4 Diameter Credit Contral Application
& cer| [E2Ed: 2001 m Credit-Control-Req|4 Diameter Credit Contral Application

<

5 cer| licRTOp: o m Credit-Control-Req|4 Diameter Credit Control Application
B 158 cenilion e prer [prer [UEERE:— [DIANETER_AVP DNSUPRORTED[5001 m Credit-Control-Req|4 Diameter Credit Contral Application
B 8(2018-04-23 11:02:58 iwf_pref cerillion_ocs_pref | pref [success [oians UNSUPRORTED 5001 m Credit-Control-Req|4 Diameter Credit Contral Application

Rows Per Page 20 Page 1 of 16 > | >>

-
o
X
o
o
=
3
o
-~

n/a BIGINT Unique identifier for each entry into the database

Start Time Datetime  Time at which the incoming transaction request was
received on the SVI

Stop Time Datetime  Time at which the incoming transaction request was
answered

Incoming Peer  Varchar The name of the remote peer resource the incoming

transaction was on.
(255)

Outgoing Peer  Varchar The name of the remote peer resource the outgoing

transaction was on.
(255)

Local Peer Varchar The name of the local peer resource the incoming

transaction was on.
(255)
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n/a Int The integer value of the internal result of the
transaction attempt
(11)

(1) TDR_SUCCESS:- The transaction was
successfully routed through the SVI

(2) TDR_NO_ROUTE:- No route was defined for
the transmission of a transaction request

(3) TDR_INVALID_PACKET: The incoming request
was rejected due to an invalid packet

(4) TDR_INVALID_MSG:- The incoming request
was rejected due to an invalid diameter
message

(5) TDR_LOOP_DETECTED:- The incoming request
was rejected due to a loop being detected.

(6) TDR_REATTEMPT:- The incoming request for
a peer to peer connection was reattempted.
A new TDR will be created for the reattempt.

(7) TDR_THROTTLED :- The Transaction did not
proceed because the transaction was
throttled at the SVI Diameter stack

(8) TDR_TIMEQOUT:- The Transaction failed due to
a timer expiry

SVI Result Varchar A text representation of the TDR_RESULT code
(255)
Rslt-Code Int Value of the Result-Code AVP contents as received in
the outgoing transaction
(11)
Rslt-Code Varchar Textual representation of the Result-Code AVP
(255)
Cmd-Code Int Contains the value of the incoming requests
Command Code
(11)
Cmd-Code Varchar Contains a textual representation of the Command
Code, as a Request.
(255)
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6.0 CAMEL Diameter Interworking Function Error Codes

This section details the error codes that a SVI-IWF produces when a session has ended

abnormally.

SDR table (final_sdr) has a column session_params which will have an error=x data which can
be used to determine why a session has failed. Value 0 is success. Other values are detailed

below:

// Defines for IWF Errors
//Defined as 5 class of errors currently
//SS7 Errors 1000-1999

#define _IWF_SESS_SS7_UNAVAILABLE

1000 //SS7 Network Down/Not reachable

#define _IWF_SESS_SCCP_UDTS

1001 //SCCP UDTS

#define _IWF_SESS_TCAP_ABORT

1002 //TCAP Abort

#define _IWF_SESS_TCAP_REJECT

1003 //TCAP Reject

#define _IWF_SESS_TCAP_END

1004 //TCAP End

#define _IWF_SESS_CAP_EVENT

1005 //CAP EventReport(cause code+event)

//Diameter Errors 2000-2999

2000 //Diameter Network Down/Not

#define _IWF_SESS_DIAM_UNAVAILABLE reachable
2001 //Diameter Session Termination
#define _IWF_SESS_DIAM_STR_RECEIVED Request

#define
_IWF_SESS_DIAM_ASR_RECEIVED

2002 //Diameter Abort Session Request

#define _IWF_SESS_DIAM_INIT_ERROR

2003 //Diameter CCR Initial Error Codes

#define _IWF_SESS_DIAM_UPDATE_ERROR

2004 //Diameter CCR Update Error
Codes

#define _IWF_SESS_DIAM_TERM_ERROR

2005 //Diameter CCR Final Error Codes

//'\WF Errors 3000-3999

#define _IWF_SESS_CAP_TIMEOUT

3000 //IWF Initiated Clear CAP Timeout

#define _IWF_SESS_DIAM_TIMEOUT

3001 //IWF Initiated Clear Diameter Timeout

#define _IWF_SESS_CAP_INVALID_PARAM

3002 //IWF Initiated Clear Invalid/Missing Parameter
CAP

#define _IWF_SESS_DIAM_INVALID_PARAM

3003 //IWF Initiated Clear Invalid/Missing Parameter
Diameter

#define _IWF_SESS_INTERNAL_ERR_REJECT

3004 //IWF Initiated Clear due to an internal error
state/could not create message/out of resources etc

#define
_IWF_SESS_CONFIG_REJECT

3005 //IWF Initiated User Configuration (based on
called/calling numbers etc) has caused rejection

#define _IWF_SESS_TIMEOUT

3006 //IWF Initiated Overall Session Timer Timeout

#define _IWF_SESS_SQL_TIMEOUT

3007 //IWF Initiated an SQL query has timed out

#define
_IWF_SESS_SQL_ERROR

3008 //IWF Initiated an SQL error occurred

#define _IWF_SESS_HTTP_ERROR

3009 //IWF Initiated clear due to HTTP side error

#define _IWF_SESS_DIP_ERROR

3010 //IWF Initiated a Protocol DIP error occurred
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7.0 Redundancy Architecture

Overview:
Pref
WORKER —
IWF \
3 G IWF WORKER
N etwork SV|

SVI
—L OCsS
DRA

| >< SV SV
—_L
SG DRA

SS87 ACTIVE DIAMETER ACTIVE

Non-Pref IVWF
STANDBY IWF STANDBY

Functionality:
*  SVI-IWF pair configured via single user interface.

*  Worker / Worker configuration

» Single OA&M interface over VIP address connecting to Worker Plane
» Offers alternate routing between SVI-IWF nodes.

* Session check-pointing maintained between IWF nodes.

* SQL Database Master/Master role maintain sync between the planes

» SS7 Signalling Gateway
No concept of worker / standby always active

» Diameter Configuration
Each of the planes has a direct peer to peer connection between the two
planes. Each plane has its own routing table that defines the primary routing
to the external peers and a secondary route to the other plane if all external
peer connections are unavailable.

» Failover Behaviour
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If the SVI-Security/Monitor element detects an issue on the worker plane a
failover to the secondary plane occurs. This will cause the peer connections to
the failed plane to disconnect. The Peer Clients will detect this failure and
reattempt any outstanding transactions through the alternate plane.

= OA&M access
The worker plane controls the VIP address for OA&M access including SNMP,
GUI, telnet, etc. Any external device that is connecting into the OA&M access
pool using the VIP address will always be connected to the worker plane.
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8.0 USSD

The SVI-IWF will generate a USSD message towards the originating party of a Call or SMS based
on specific information text coming back from OCS in the CCA for the CCR Final request. The
USSD information will be returned as an formatted text in English to be used directly to send
the USSD message.

The below AVP’s should be sent to SVI-IWF from the OCS to generate required USSD post
call/sms notification.

*Service-Specific-Info (Vendor=10415, AVP Code=1249, type Grouped)
**Service-Specific-Data (Vendor=10415, AVP Code=863, type UTF8String)

The Service-Specific-Info AVP will contain the USSD text to be sent to the subscriber.
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9.0 Debug

Enable debug by setting.

Squire Technologies - Confidential Document

» Settings 0
Administration Alarms Debug & Trace Preferences | T
glion.. | wploms., asks
Debug PCAP Tracing ‘
/) Commit % Refresh [)|

Process Specific Settings

sviss || Security || susc |

Tasks identify high-level
information of protocol

=<

Current Log File: Gateway_05-07-2018

Download Tail

SVI-55 Tasks: Select
L

SVI-55 Discriminators: | Select
==

SVI-5S Subsystems: Select
=

layers.

Discriminators

Global Settings
Tashks: 557
SCCp
TCAP w7

Clear All
===

Diseriminators: |DIS_CC_RX
DIS_CC_TX

DIS_S57_ROUTER_RX ¥ | Clear All
i bl |

Subsystems: IP-UDP
IP-TCP

IP-5CTP ¥ | Clear all
| Liear AL |

¥ Message Details (ies)
Message Dump (detailed)
? Include Traps

| Export Current System Configuration

Discriminators identify low-

«| level information as to which
set of internal/protocol
messaging is to be captured
in Gateway log file

Subsystems

Diameter Specific debugs for
IP /thread/DNS

Select SVI-S5 task
| Select All || Deselect All || Invert Selection |

Maintenance Timer IP
snmp system sSQL
Diameter . IWF CallControl
OABMAccess MGCP DRVNS700
H323 sSIP SQAPI | |

¥ 557 Propagate DRWDK100
SCTP radtrans Q931stack
parancid MTPL3 ISUP
DRVXDS DRVTPZ60 Megaco
1P ¥ sccp | TCAP

¥ SCCPRTR RUDP SESSMGR
MZPA MTPCDR APlIServer

~ MAP DNS SSME
SIPProxy GSMSSF SIPT

¥ SSTROUTER H3Z3m XML
SCTPm Harness OABM
SProcess Secure Slink
gwclient smpp smsc__apiserver
smscontrol B

Done

Tasks

Set the desired tasks depending on
nature of issue.
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Discriminators

Set the desired discriminators depending on nature of issue.

Select SVI-55 discriminator

| Select All || Deselect All || Invert Selection | |
DIS_IP ¥ DIS_TIMER DIS_REG

¥ DIS_MNT DIS_CCURE DIS_SEC
DIS_SCH ¥ DIS_TCAP_TX ¥ DIS_TCAP_RX
DIS_MAP_TX ¥ DIS_MAP_RX ¥ DIS_DIAMETER_TX L
DIS_DIAMETER_RX ¥ DIS_CC_RX ¥ DIS_CC_TX
DIS_CC_CDR DIS_MTP_RX DIS_MTP_TX
DIS_M2PA_RX DIS_M2PA_TX DIS_Q931_RX
DIS_Q931_TX DIS_SWITCH DIS_MWI

) pis_sq_aPI DIS_H245 DIS_RAD
DIS_MGCP ¥ pis_sqL DIS_AA
DIS_SCCP_TX DIS_SCCP_RX DIS_RUDP_RX
DIS_RUDP_TX DIS_MTP_CDR_RX DIS_MTP_CDR_TX
DIS_GSMSSF DIS_SIP_RX DIS_SIP_TX
DIS_SCTP_RX DIS_SCTP_TX ¥ DIS_SS7_ROUTER_RX

¥ DIS_557_ROUTER_TX DIS_ISUP_RX DIS_ISUP_TX
DIS_HARNESS_RX DIS_HARNESS_TX DIS_SMPP_RX
DIS_SMPP_TX DIS_SQL_RX DIS_SQL_TX

Done |

Subsystem:
Select desired ones depending upon which area need to debug like IP/DNS/THREAD/STATS

Select SVI-55 subsystem

| Select All [ Deselect All [ Invert Selection |

¥ |P-UDP ¥ IP-TCP ¥ |P-SCTP
Y P ¥ THREAD ¥ DNs
¥ IP-TPT ¥ DIAMETER ¥ MsG
¥ GENXML ¥ CSTATS
Done
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Debug Crib Sheet:
CAMEL Signalling Problem M3UA Problem Diameter Problem
SS Task Debug Task Debug SS/IWF Task Debug
SCCP,TCAP,MAP,APIServer MTPL3 DIAMETER
IWF Task Debug SCTP Subsystem Debug
HARNESS, IWF IP/MSG/THREAD/DIAMETER
Discriminator Debug Discriminator Debug Discriminator Debug
DIS_TCAP_RX, DIS_TCAP_TX, DIS_MTP_TX DIS_DIAMETER_TX
DIS_MAP_RX, DIS_MAP_TX DIS_MTP_RX DIS_DIAMETER_RX
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10.0Data Management

Please refer to Section 9 of the SVI-DSC User Guide
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11.0SVI-MS (SVI-MS Management)

Following section covers the details that shows how to use SVI-MS for IWF.

Navigation - How toGet Around TheGUI

—_
“ Overview (7] Configuration H Diameter ” Fired Alarms ” Calls H Status H Charts ” System Details ” L ” > Settings
Status || System Health Configuration  Edit % Back 7 Forward \J Commit € || Administration H Alarms H Debug & Trace H Preferences ‘
Edit % Refresh [7) Resources || Wizards H Hierarchy |7 New . Delete Users (7)
1 Username Compan Edit
System Status v (7 Diameter L = y
= root 4
“ (4} MediaGateways —
o e v () ss7 chrony £
’ Lﬁ STP saslauth ra
Statisti -
atistics » (4 System polkitd /
Active Calls: 0 calls -
Total Calls: 0 calls systemd-bus-proxy _4“
Planes @& FTP Settings “
Preferred Non-Preferred FTP Username:
Role: Worker Unreachable FTP Password:
Status: INS -
IP Address: 192.168.2.171 192.168.4.101 FTP server: [ftp.squire-technologies.co.uk
VIP Address: Save
Restart Restart
System Backup p
® Local Remote
SVI_VZ_BACKUP_ tgz
Backup

Left Pane

Central Pane
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——— = » Left Pane - Overview Pane

Status System Health > Status t ab
Edit @ Refresh Wy
P Provides a snapshot of the currently running service on
System Status the SVI system.
0
0]
Statistics

Active Calls: 0 calls
Total Calls: 0 calls

Planes %
Preferred Non-Preferred
Role: Worker Unreachable
Status: INS
IP Address: 192.168.2.171 192.168.4.101
VIP Address:
Restart Restart |
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System Health

= Overview

———
btatus “ System Health L

Squire Technologies - Confidential Document

o » Left Pane - OverviewPane

—_—
Local Plane ” Remote Plane |

» System Health

Services
gsw: running
sendmail: running
tomcaté: running
httpd: running
mysqld: running

Provides a snapshot of the health of the physical hardware on the SVI
system.

Disk Space

Total Disk Space: 49 GB
Free Disk Space: 45 GB

CPU

User Time: 00:00:05.790
1min: 0.061035

System Load: 5min: 0.116699
15min: 0.116699

Memory

Shared: O bytes

Buffer: 0 bytes
Swap: 106 MB of 3 GB (3%)

Heap: 153MB of 1737MB (9%) ,
Non Heap: 126MB of OMB (-13,276,508,000%)

Time
Start Time: 13:57:47
Up Time: 2281 :05:28

Core Files:
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Configuration

SVl Management System

File Browser [ jochoiones Configuration, Monitoring & Debugging

” | Configuration ||| Diameter || Fired Alarms “ Calls || Status || Charts ” System Details | o ‘

» Central Pane — ConfigurationPane

Configuration
Diameter

Fired Alarms

Calls (Not Relevant)
Status

Charts (5QL)

System Details

VVVVYyYVYYVY
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Configuration

Configuration || Diameter || Fired Alarms || Calls “ Status || Charts || System Details | == ‘

Configuration  Edit ™ Back §¥ Forward J Commit (7]

| Resources | Wizards || Hierarchy

> Lj Diameter
@ MediaGateways
» G 557
» (2} STP
» (7 System

» Configuration Pane - Sub Tabs
» Resources

>  Wizards

» Hierarchy
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Central Pane - Diameter

SVI Management System

Configuration, Monitoring & Debugging

File Browser technologies

2 I’ Configuration || Diameter I Fired Alarms H Calls ” Status ” Charts ” System Details H o ’

» Diameter Tab - View for reviewing Current and
Historical Statistics

Sub-Tabs

» Local Peers

» Remote Peers
» TDR’s

p  Statistics
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Statistics - Current View

| Configuration ” Diameter || Fired Alarms ” + ‘

% Refresh

¥ Update every 30

5

| Configured Local Peers | Configured Remote Peers | TDRs || Statistics

Time % Peerld ¢ | Peer ¢ |(State s |State Reason ¢ | Last Changed ¢ Local IP & Remote IP % Origin-State ¢ |#1
Functions
2018-06-18 16:44:010 iwf_pref |R-OPEN 2018-06-14 07:16:22 |tcp:192.168.4.123: 3868 |tcp:192.168.4.123:46193 | 1528956982 0
2018-06-14 07:14:16 (1 ocs1_pref|CLOSED |Transport Closed|2018-06-14 07:14:16 0 0
2018-06-14 07:14:16(2 ocs2_pref|CLOSED |Transport Closed|2018-06-14 07:14:16 0 0
<< || < Rows Per Page 20 Page 1 of 1| > || ==

The current view shows the current state and statistics of the peer. Navigate to Diameter >
Configured Remote Peers.

The statistics are stored in the SQL table diameter_peer_stats

For Remote Peers, The TXTRNS_xxx and RX_TRNS_xxx columns show the receive/transmit
statistics between the SVI-DSC and the Remote Peer.

For Local Peers, The TXTRNS_xxx and RX_TRNS_xxx columns are cumulative totals for all
associated RemotePeers.
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Statistics - Historical View

| Configuration ” Diameter H Fired Alarms | + |

% Refresh

| Configured Local Peers || Configured Remote Peers || TDRs |I Statistics I
Be—

¥ Update every |30

5

» The historical view shows the history of the peer statistics over time. Navigate to Diameter >

Statistics.
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Time % Type + |Peerld ¢ | Peer 2 State # |State Reason 4 | Last Changed 2 Local IP 2 F
Functions

| 2018-06-13 15:18:13|L 0 pref LISTEMING 2018-06-13 15:18:13 [sctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
| 2018-06-13 15:18:13|R 1 ocs1_pref|CLOSED Transport Closed|2018-06-13 15:18:13
| 2018-06-13 15:18:13 (R 2 ocs2_pref| CLOSED Transport Closed|2018-06-13 15:18:13
| 2018-06-13 15:18:13|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123:3868 tep:19
]| 2018-06-13 15:18:23|L 0 pref CONNECTED 2018-06-13 15:18:13 [sctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
]| 2018-06-13 15:18:23|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123: 3868 tep:19
| 2018-06-13 15:18:33|L 0 pref CONNECTED 2018-06-13 15:18:13 [sctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
]| 2018-06-13 15:18:34|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123: 3868 tep:19
] 2018-06-13 15:18:43|L 0 pref CONNECTED 2018-06-13 15:18:13 [sctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
| 2018-06-13 15:18:44|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123: 38638 tep:19
| 2018-06-13 15:18:53|L 0 pref COMMECTED 2018-06-13 15:18:13 [5ctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
| 2018-06-13 15:18:54|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123: 3868 tep:19
| 2018-06-13 15:1%:03|L 0 pref CONNECTED 2018-06-13 15:18:13 [sctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
]| 2018-06-13 15:19:04|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123: 3868 tep:19
| 2018-06-13 15:19:13|L 0 pref CONNECTED 2018-06-13 15:18:13 [sctp:192.168.4.123:3868;tcp: 192.168.4.123:3868
]| 2018-06-13 15:19:14|R 0 iwf_pref |R-OPEN 2018-06-13 15:18:13 [tcp:192.168.4.123: 3868 tep:19
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Fired Alarms

Configuration ” Diameter H Fired Alarms H Calls || Status H Charts H System Details H == ‘
Fired Alarms
- < Fire Time « Action Time v Name 2 Reason 3 Value 2
No data
Traps
Time [Type [Resource [state
<< < |Rows Per Page O Page 1 of 0| > >>

» The Fired Alarm dashboard can be used to actively monitor faults & changes in service state on the SVI,
using Alarms provisioned in the Right Pane. If SNMP is to be employed, then this tab can be ignored.

Resource status change traps are also available.
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The Fired Alarms table displays the time alarms are firing and the reason and what actions were taken.

Checkbox :

When external action has been performed to fix the
condition of the Fired Alarm check the checkbox to remove
the colour indication to show that this alarm has been dealt
with

Fired Alarm Level:

Indicated the severity of the fired alarm Fatal

(Red), Major ( ) and Minor ( )
Timestamp: Indicates the date and time of the fired alarm
Name: Name of the resource instance effected.

shows why the resource instance is not in service
Reason:

Indicates if the resource is In service or out or service
Value:

Indicates that action taken when alarm was fired e.g. emails
Action:

will continue to be sent until the alarm is ‘Actioned’
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TRAPS

The Traps table is a automatically populated history log that shows all changes to resource service state

Fel 14, 2010 4:36:32 PM VolPStack HIL3 IN5
IFl‘.-h 14, 2010 4:36:32 PM Vol Pitack P N5
IFEh 14, 2010 4:56:32 Pa Vol FDestination sip2 IHE
IFEh 14, Z010 4:36:32 PM Wil FDestinatian sipi N5
IFeh 14, 2010 4:36:32 PM SignalimgLink Jlimsk? NS
IFetl 14, 2010 4:36:32 FM SignatimgLink [iimka LH]
IFetl 14, 2010 4:36:32 FM 55T5tack dpcl L]
IFl:l:! 14, T010 4:36:32 FM 55T5tack g IH5
IFl:b 14, 2010 4:38:32 P& S0L sl IH5
IFH: 14, 2010 4:36:32 PM SCTP =ctpl IHS
IFEI: 14, 2010 4:36:32 Pa SCTP etpl IHE
IFEh 14, 2010 4:36:32 PM RoutingCriteria routing3 IH5
IFEh 14, 2010 4236132 PM RoutingCriteria routing? NS
[Feo 14, 2010 4:36:32 P Flane 1 N5
fFet 14, 2010 4:36:32 P Plane 0 INg
IFl:u 14, 2010 4:36:31 P COriginatingPoint opcl ING
IF:tl 14, 2010 4:36:32 Pw OriginatingPoint opc 1 IHS
IFH: 14, 2010 4:36:32 P MedinTimesiot 127 IHS
IFl!h 14, 2010 4:356:32 Pa M Timeskot 126 NS
IFEh 14, 2010 4:36:32 PM MediaTimesiot 125 IH5

[ [ Jmowsporpuge(zo pucel: Jorzal - ]| -- ]
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Resource - Status

The SVI-MS provides the ability to easily display the status of the peer-to-peer connections. Navigating to the

Status Tab will show the current resources that have been setup to display status.

Edit @J Refresh ¥  Update every 30 H q
|| Remote Peer Status ]
0 1 2 3 4 5 (] 7
il op osf osf Osp osf osf osf
[_5] Local Peer Status L
0 Osf
|=#| Plane Status L
] INS 0sfd
| 1] System State L
;
=

+ Toidentify the name of the remote peer resource the cursor can be hovered over a particular instance.

+ Toinspect the configuration of this remote peer resource the status instance is clicked.
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An existing peer to peer connection can be disconnected via the SVI-MS by navigating to Configuration >

Resources > Remote Peer.

[ New 3 Delete (|- |Copy [# Edit | 3] View (©) Bring INS (©) Take 0OS | :| Columns ¢4l Import From CSV File | Export to CSV File DiameterPeer (7)
Search: ‘ ‘Next
id & status
E] ‘* | |Wizard """’ Description 4 [Realm & Host $ Peer Flags 4 Local Peer ¢ Cstats &
% \_:} iwf_npref Diameter Remote Peer: iwf_npref |Osf iwf_npref realm.com iwf.npref.realm.com (Client npref
\,_:“ iwf_pref Diameter Remote Peer: iwf_pref Osp iwf_pref realm.com iwf.pref.realm.com [Client ipref
L_‘El npref Diameter Remote Peer: npref Osp npref realm.com npref.realm.com Client ipref
\j ocs1_npref Diameter Remote Peer: ocsl_npref |Osf locs1_npref realm.com locs1.realm.com Server npref
\_EJ locs1_pref Diameter Remote Peer: ocs1_pref |Osf locs1_pref realm.com ocs1.realm.com Server ipref
\,_21 ocs2_npref Diameter Remote Peer: ocs2_npref |Osf ocs2_npref realm.com locs2.realm.com Server npref
\_'1 ocs2_pref Diameter Remote Peer: ocs2_pref |Osf locs2_pref realm.com locs2.realm.com Server ipref
| [__-ZJ pref Diameter Remote Peer: pref Osf pref realm.com pref.realm.com Server npref
‘ <<7H<_“R¢wsPerPage;ZO |Page |1 7‘of1|;7H7>> |
+ Select in the left column the peers which are needed to be taken out of service and select = © Take 00s

+ Toreturn the peer-to-peer connection back into service, select:
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Administration, Monitoring and

Troubleshooting

|utamoisteation | sacms | oebveeTroce |
A Commit & Refresh o
Process Specific Settings “«
Right Hand Pane -Settings Pane [Fsviss |

Current Log File: Gateway_30-11-2011
Download Taill

e Administration SVI-SS Tasks:

e Alarms SVI-SS Discriminators:
e Debug &Trace

Tasks:

Discriminators: |

[7] Message Details (ies)
[7] Message Dump (detailed)
Include Traps
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Administration

= Settings o o . .
= . , y - » The Administration tab shows the list of available
Acministration || Aarms | Debug & Trace
“* New % Delete o 7} users on the SVI system and allows privileged
__|username Company Edil users to modify, delete and create newusers.

[ |admin P

[0 [nfsnobody £

] [root 4

[0 [|squire Squire Technologies V4

[ [steve Squire Technologies £

[ [|acam Squire Technologies P4

FTP Settings “

FTP Username: | \

FTP Password:

FTP Server: %ftp.sqmre-te:hnotogtes.co.uk \
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Alarms/Alerts - Setup

The Alarms tab is used to configured alarms which will fire when a given condition occurs. Alarms can be configured to fire on changes to service

status either singly or over a period. Alarms can also be configured to notify recipients by email and/or to take resources out of service when the
alarm fires.

= Settings

Administration Debug & Trace || FPraferences
Delete ) ()
|[Enabled
Edit Alarm Create new Alarm by clicking - | £l ¥ew This
Mame: Remote Peer Mot In Service d-lsplays a hew pop_up WlndOW.
Severity: () Fatal (' Major ® Minor
Conditions = This dialog allows the alarm to be created.
| [+ 3 pelete All alarms should be given a name for
| .- |D13meterRernateF'eer: ocs1_pref is not In Service .Ident.lf.lcat.lon and the Sever.lty Can be
Resource: | DiameterRemotePeer ocs1_pref w Selected ]n the rad]o buttons.
State: | isnot ¥ In Service A
Type: | Hone -
Count: [0 | = |Tirr|e: 0| hr 0| min
Actions »
Done
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Alarms/Alerts - Conditions

Conditions «

g # Delete ‘

EDiameterRemutePeer: ocs1_pref is not In Service

R . . L. Resource: |DiameterRemotePeer v || ocs1_pref v |
Alarms are triggered by Conditions. Multiple conditions can be added to an . .
alarm and the alarm will fire if any of those conditions become true. state: [is not v ][ In Service v
Type: |Ncme v |
Count: |0 | = |Time: | 0| hr | 0| min
Actions "
A condition can be added to the alarm by selecting the [&F] buttonin the toolbar within the Conditions panel.

This will show a drop-down menu to select State Condition.

Post selecting the resource instance the status can be specified. The condition can be defined to either fire when the
instance’s status matches a defined value or when it ceases to match a define value. This is specified by the ‘is/is not’

drop down selection.

Type list - There are 3 options:

None

Condition is true for period.
Occurs n times during period.
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Alarms/Alerts - Notifications

An action can be added to the alarm by selecting the new button in the toolbar within the Actions panel. This will show a
menu to select what kind of condition to add. There are two types of Action supported.

Notification Action: When the alarm fires this action will notify one or more users that the alarm has fired, via email.

Take Oos Alarm: When the alarm fires this action will take a specified resource instance out of service.

Select Recipients

Email Address: N
Actions

Actions

anonymousDsquire-technologies.co.uk

| % pelete

J| it Delete —

Motification Action

Hotification Action
anonymous(@squire-technologies.co.uk

Take Oos Action

Take Qos Action

|:| Repeat Notification every: 0

|:| Repeat Notification every: 0| hr 0| min
Delete Dane
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Debug & Pcap Trace

Debug:

Ability to set debug levels to be printedinto daily log file

There is a script cleanlogs.sh available which can be used to automate the maintenance

procedure for the logs files.

The script will delete any logs files which are X days old, with an option to tar up the logs as a

backup before removal.

PCAPTracing:

PCAP facility to collect real time traces to be used with

Industry standard tools such as Wireshark.
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Administration Alarms Debug & Trace Preferences |
| Dsbug | PCAP Tracing |

/ Commit @ Refresh

Process Specific Settings

Siss || Security.. [ swsc.. |

Current Log File: Gateway_05-07-2018
Download Tail

SVI-55 Tasks: Select
SVI-55 Discriminators: | Select
SVI-SS Subsystems: | Select

Global Settings.
Tasks: ss7 -
sccp
TCAP 7| Clear Al |
Discriminators: DIS_CC_RX -
DIS_CC_TX
DIS_S57_ROUTER_R* * | Clear All
Subsystems: IP-UDP -
IP-TCP
IP-SCTP ™| Clear au

¥ Message Details (ies)
Message Dump (detailed)
¥ Include Traps

Export Current System Configuration




Resources I|| Wizards || Hierarchy

1 APIClient

s » Resources & Attributes
Dbg »  System abstracted into Resources.

{ DestinationPoint . .
DiameterLocalPeer Diameter Local Peer, Remote Peer, Diameter Stack
DiameterRemotePeer
DiameterRoutingTable »  Aresource has a number of attributes.
Diameter5tack
ESME
IP
IPRoute .o . . . .
WE » Additional Configuration is done against these resources.
InternalDb
L3Label » Resources are arranged into a parent, child hierarchical arrangement.
Linkset
MTPRoute
OriginatingPoint

» Linkset references Originating Point , Destination Point etc.

»  Child cannot come into service until parent is in service.
Pipe . . .
Plane » If parent fails then children are taken out of service.
Route

sqQL

S575tack
SignallingLink
SmscMormal
System
TCAPLabel

{ TsMap

CRRERERRRRRRRERRRERRRERRRRRRRRRRRRL
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12.0 Backup & Restore

How-To Steps

» svi-backup (Commandline)
» Scriptin / usr/bin/ called svi-backup
» Run script from anywhere and follow prompts
» b forbackup, r for restore and e for exit.
» Script compresses all ‘/home/squire’files/folders with exclusion list.

» Automated backup script is available to run via

Cronjob
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How-To Steps

» GUI ability to perform system Backups.

Local IWF1 and remote IWF2 backups can be done Using this

inbuilt backup tool on GUI.

Once Done notification will be issued on GUI.

System Backup

@ Local O Remote

I_V2_BACKUP

Backup

IWF1_18022019

ey
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13.0 SNMP

Overview

Itis possible to generate a MIB via the SVI using Squires Technologies Private Enterprise Number (44633). This supports SNMPv1, v2c
and va.

This method allows all resources to be view via either the Squire Technologies GUI or an SNMP manager.
This method supports the following SNMP commands:

SNMP GET
SNMP GET
NEXT SNMP
GETBULK

SNMP SET (for statistics only)

SNMP WALK (for all resources)

13.1 Example snhmp commands

Get Status of All Diameter Local peers:

snmpwalk -v 2c¢ -c svi localhost SQUIRE-TECHNOLOGIES-SVI-SS-MIB::sviDiameterLocalPeerAdminStatus
SQUIRE-TECHNOLOGIES-SVI-SS-MIB::sviDiameterLocalPeerAdminStatus.0 = INTEGER:up(1)
SQUIRE-TECHNOLOGIES-SVI-SS-MIB::sviDiameterLocalPeerAdminStatus.1 = INTEGER: up(1)
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13.2 Get Status of Diameter Remote Peer:

snmpget -v 2c -c svi localhost SQUIRE-TECHNOLOGIES-SVI-SS-
MIB::sviDiameterRemotePeerAdminStatus.0 SQUIRE-TECHNOLOGIES-SVI-SS-
MIB::sviDiameterRemotePeerAdminStatus.0 = INTEGER: up(1)

13.3 Common Data

Each resource in the SVI will have information about the following data (these data values can not be altered using the
SNMP SET command):

Resource Details Values
AdminStat The requested status that the Up - Resource In Service
min>tatus resource should be at Down - Resource Out Of Service
Up - Resource In Service Down - Resource

OperStatus The current status of the resource out Of Service

AlarmSeverity For Future Reference

AlarmReason For Future Reference

Timel The last time that the resource Date / Time.
imein was in service 1/1/1970 - Not Set

TimeOut The last time that the resource Date / Time. 1/1/1970 - Not
1metu was out of service Set

Description Description of the resource
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13.4 Statistics

This section describes which statistics are available for which resource.

Linkset

Mib Name

Details

sviLinksetTxMsuTotal

Total Number of MSUs that have been sent on the linkset

sviLinksetTxMsuSec

Number of MSUs that have been sent on the linkset in the current second

sviLinksetTxMsuSecMax

Max number of MSUs that have been sent on the linkset in any second

sviLinksetRxMsuTotal

Total Number of MSUs that have been received on the linkset

sviLinksetRxMsuSec

Number of MSUSs that have been received on the linkset in the current second

sviLinksetRxMsuSecMax

Max number of MSUs that have been received on the linkset in any second

sviLinksetTxBitsTotal

Total Number of Bits that have been sent on the linkset

sviLinksetTxBitsSec

Number of bits that have been sent on the linkset in the current second

sviLinksetTxBitsSecMax

Max number of bits that have been sent on the linkset in any second

sviLinksetRxBitsTotal

Total Number of bits that have been received on the linkset

sviLinksetRxBitsSec

Number of bits that have been received on the linkset in the current second

sviLinksetRxBitsSecMax

Max number of bits that have been received on the linkset in any second

Page 63 of 66




Destination Point

Mib Name Details

sviDestinationPointMaxMsgPers Maximum Number of Messages sent to destination in a second

sviDestinationPointMsgPers Number of Messages sent to destination in the current second

13.5 Generating Mib Files
To generate the MIB use the following command, from the directory /home/squire:

./sswitch -m

This generates a set of MIB files that can be located in /home/squire/mibs
Therefore, when a new release of the svi-ss is performed with new stats / resources the MIBS should be regenerated.

It would be possible to keep a version of the MIBs but it seems more realistic to allow the MIBS to be generated on the build.
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14.0 Removal of Configuration

If there is a Business need to remove configuration from your SVI please ensure you review the configuration being
identified for removal and ensure you have reviewed thoroughly any/all derived resources associated with this
configuration so that removal does not impact upon other resources associated.

Once confirmed you should perform the removal of configuration during a Maintenance Window or period of Low
Traffic.

Further to this our recommendation would be to remove the configuration once confirmed suitable to do so, in the
reverse order it was applied. (See creating new configuration sections to determine further.)

If further clarity is required to confirm safe removal of configuration please contact the Support Team, providing

the necessary information regarding the configuration being identified for removal, the reason for removal, along
with current dbase.xml for our review so we can advise appropriately.
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15.0 Function Specific Features

These are available from the Support Desk, solutions available upon request.

Title Description Reference
Custom SDR generation Script for extracting SDR data 00001026
script
final_sdr table maintenance | Similarly, to cdr_table, SDRs need to be regularly 00001029
exported/post processed, archived or deleted to
maintain final_sdr table size.
Address Manipulation Description of the use of the IWF Address 00001039
Manipulation resource.
Number Translation Rule Configuration for setting up Number Translation Rule | 00001050
Creation Creation
Creating Custom GTs For customers where the announcements are 00001071
different and they cannot be found on the same
announcement servers.
SDR Data How the hex dump of the initial DP or initialDP SMS 00001093
available in the Session Data Record(SDR) produced
by the SVI-IWF product doing CAMEL-Diameter IWF
can be used to extract additional information about
the session
Roaming Calls Duration Configuration for setting up Roaming Calls Duration 00001165

Charging

Charging

Please quote the relevant Reference above when contacting our Support Team to obtain further information.
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