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1.0 Introduction

Customers performing SBC configuration changes, updates or similar should have already attended
a Squire Technologies Training session, and/or should have suitable knowledge to apply
configuration. This document is an introductory guide to SBC related configuration activity.

Preceding this document, we would encourage you to familiarise yourself with our SVI-MS Guide
which is viewable at https://www.squire-technologies.co.uk/docs/userguide/SVI-MS_UserGuide. pdf
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1.1 Accessing the SVI

You will be able to access the unit via a web browser (please note, IE and Safari are not

supported). Squire Technologies would recommend using Chrome or Firefox. Enter the system IP
Address (if single plane system) or VIP IP Address (if redundant system) and you will see the login
screen shown in Figure 1.

SVI Login

The default credentials are as

follows: SVl Management System  (Eva=ges

Configuration, Monitoring & Debugging

The username is ‘root’
and the password is ‘squireSVI’.

Username:

Password:

© Squire Technologies version 14.3.1-1

\ Login Cancel K7)

Figure 1: GUI Login Screen

Now that the SVI-MS has been successfully accessed you are ready to move on to the next stage of
this user guide.
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1.2 Key Terms

The following is a list of some of the basic terms you will come across in this user guide, and what

they mean:

Resources:

Wizards:

Derived Resources:

Commit:

SIP Stacks:

SIP Endpoints:

Hunt Groups:

Bidirectional Routing:

Resources are components of the product. For example, a VolP Destination
is a Resource.

As there are many resources with potentially hundreds of attributes, the
SVI-MS provides Wizards for setting up the most common configuration
elements. These Wizards allow the configuration of one or more resources
at once with a simplified interface.

Derived Resources is the term given to resources that are directly
configured by other Resources and Wizards. For example, when you create
a SIP Endpoint, you will automatically create a Hunt Group, which means
that Hunt Groups are a Derived Resource of the SIP Endpoint Wizard. Where
a Derived Resource is mentioned, this user guide will direct you to a
Resource Glossary for an exact definition of the resource in question.

“Commit” will save changes to the SVI and apply them real time. When
changes have been successfully committed, you will see a “Commit
complete” popup.

A SIP Stack contains the IP Address and Port to form the listening address
on the SBC. Two SIP Stacks come preconfigured on this SBC, but if you wish
to create further SIP Stacks, this User Guide will explain how.

These Endpoints are where your traffic will be sent to and from by the SBC.
They can be Static, i.e. their IP Address will remain the same, or
Registering, meaning they can be originating from different IP Addresses.
There are no SIP Endpoints pre-configured on the SBC, so this User Guide
will explain how they can be created.

A Hunt Group is a collection of SIP Endpoints (though it can be a single
Endpoint) which will ring either together or sequentially depending on the
End-Users configuration.

Bidirectional Routing routes traffic between two SIP Endpoints. In this User
Guide we will address sending traffic in the following manner: Private SIP
Endpoint <-> Public SIP Endpoint. No Routing is pre-configured on the SBC.
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2.0 Configuring SIP Stacks

To run an SBC service, you will have multiple SIP Stacks configured onto the IP Addresses, as shown

in Figure 2.

Squire Technologies - Confidential Document

To create a new SIP Stack, you will need to use the Configuration tab. To begin, use the following
navigation: Wizard -> Endpoints -> SIP Stack, which will present the screen shown in Figure 2.

I Configuration || Fired Alarms “ Calls ” Status || Charts || System Details || - |

Configuration  Edit

W Back ¢7 Forward ) Commit

()

Resources Wizards Hierarchy

- l_[f Endpoints
(7} H323 Endpoint (Static IP)
(7} H323 Stack
(7} SIP Endpoint (Default SIP)
J SIP Endpoint (Emergency)
|_, SIP Endpoint (OG Registering)
|_, SIP Endpoint (Registering)
(/' SIP Endpoint (Static IP)
(7} SIP stack
(7} SIP Stack (TCP)

( _,/‘ MediaGateways

(7 PBX

|_fﬁ Radius

|_f(- Routing

(7} sBC

(Z} SSME

|j System

-

-

-

-

-

-

-

Wizard Instances: SIP Stack

(Y New . Delete [{ | Copy ¢d| Import From CSV File |  Export to CSV File

SIPStack @

Search: Next
[] id 4 local address (address) 4 |port 4 RPID Header 4 (SipExpiry 4 |ForceSipExpiry 4 (Proxy Media 4
SIPPrivate 192.168.3.228 5060 true 3600 false true
SIPPublic 192.168.3.229 5060 true 3600 false true

| << | < |Rows Per Page 20

Page |1

of 1) > || >> |

Figure 2: Configuring SIP Stacks

By default, the settings shown in figure 3 will be displayed on the wizard.

SIP Stacks are preconfigured on the SBC when it is deployed, with the information given in the

installation checklist.

034.docx
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I Configuration ” Fired Alarms ” Calls ” Status ” Charts ” System Details || = |

Squire Technologies - Confidential Document

Configuration  Edit ™ Back ¢¥ Forward ) Commit (7)
Resources || Wizards || Hierarchy Wizard: SIP Stack 9
- l_rf Endpoints — . - o e

. # This wizard can be used to configure a SIP (Session Initiation Protocol) stack. An IP address and port should be specified
\4 H323 Endpoint (Static IP) for the stack as well as optionally setting the RPID Header and SIP Expiry.
(#F H323 Stack
J SIP Endpoint (Default SIP) Name: |New SIP Stack#0
J SIP Endpoint (Emergency)
J SIP Endpoint (OG Registering)
J SIP Endpoint (Registering) address bond0
(/] SIP Endpoint (Static IP) port [5060 B
(/] SIP Stack
(Z SIP Stack (TCP) RPID Header ¥
» l_r/‘ MediaGateways SipExpiry |3600 li‘
» (7 PBX
» l_f’ Radius ForceSipExpiry
i l_f’ Routing Proxy Media
» l_f’ SBC
» [} SSME
» lﬁ System | Create | Cancel |

| Derived Resources

Figure 3: SIP Stack default settings

If you are choosing to create a new SIP Stack, click “New” on the screen above, which will then

display the following:

Upon selecting “Create” you will return to the screen shown in Figure 2. You will need to

press “Commit” to make the changes to the SVI.
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Clicking on one of your created SIP Stacks will take you to the following screen which indicates that
IPs and VolP Stacks have been created as Derived Resources. For an explanation of the terms IP and
VolIP Stack please see Resource Glossary.

l Configuration “ Fired Alarms ” Calls ” Status || Charts “ System Details || o |

| Configuration  Edit ™ Back ¢7 Forward () Commit

Resources || Wizards || Hierarchy | Wizard: SIP Stack [7)

4 |_}f- Endpoints
(Z H323 Endpoint (Static IP)
(7} H323 Stack
J SIP Endpoint (Default SIP) Name: SIPPrivate
J SIP Endpoint (Emergency)
J SIP Endpoint (OG Registering)

% This wizard can be used to configure a SIP (Session Initiation Protocol) stack. An IP address and port should be specified for the
stack as well as optionally setting the RPID Header and SIP Expiry.

: address 192.168.3.228
J SIP Endpoint (Registering)
(7' SIP Endpoint (Static IP) port [5060 =
(Z SIP stack RPID Header ¥
(#F SIP Stack (TCP)
» |_}f- MediaGateways SipExpiry |3600 I = |
» (o PBX . .
- ForceSipExpi
» (7} Radius PRIy
» |_/T Routing Proxy Media v
» (2 SBC
v (7} SSME
l—if ) | Recreate | Back |
» (7} System ——
Derived Resources «
VolPStacks ||_IPs
VolPStack (7]
id |status ¢ [type name port |ipsocket |sipversion |forcesipexpiry |sipexpiry |[proxymedia [rpidheader
L; SIPPrivate [Start SIP Stack [192.168.3.228|5060|5/PPrivate|SIP/2.0 false 3600 true true

Figure 4: SIP Stack with Derived Resources

2.1 SIP Timer Values

The SIP timer values can be configured on the VolP Stack. Navigate to Resources -> Voip Stack and
select the Voip Stack. Here the timer values can be changed from the default:

T1 500 =
T2 4000 -
T4 5000 =
D 32000 =
Tb 32000 -
Tf 32000 -
Th 32000 -
Tj 32000 =
Page 9 of 44

/Volumes/squires/Company Documentation/User Guides/SVI_SBC/SVI-SBC User Guide - SQ-UG-
034.docx




Session Border Controller User Guide Squire Technologies - Confidential Document

All the timer values are configured in milliseconds. They correspond to the values defined in RFC
3261 - https://tools.ietf.org/html/rfc3261#page-265
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3.0 Configuring SIP Endpoints

The next stage is to configure SIP Endpoints. You can perform this action using two different
Wizards:

SIP Endpoint (Registering) or
SIP Endpoint (Static IP).
This will be dependent on the SIP service required.
SIP Endpoint (Registering): Based on Username/Password Authentication

SIP Endpoint (Static IP): Based on IP/Port

3.1 Creating a new SIP Endpoint (Static IP)

To create a new SIP Endpoint, you will stay in the Configuration tab and navigate to: Wizard ->
Endpoints -> SIP Endpoint (Static IP), which will display the screen below.

l Configuration ” Fired Alarms “ Calls ” Status ” Charts ” System Details || ¥ |

Configuration  Edit ™ Back ¥ Forward ¢J) Commit (7)
Resources Wizards Hierarchy Wizard Instances: SIP Endpoint (Static IP)
v |_'/:‘ Endpoints [f New Delete [{ | Copy ¢dl Import From CSV File | = Export to CSV File
|_f H323 Endpoint (Static IP) Search: Next
(7 H323 Stack
J SIP Endpoint (Default SIP) 0 id # id 4 Stack # address 3 Port ¢ Host Name 4 |[CallControl 4 |Proxy Media
J SIP Endpoint (Emergency)
|_f SIP Endpoint (OG Registering) Private SIP Endpoint |Private SIP Endpoint |SIPPrivate 192.168.2.91 |5060 SIp false
(& SIP Endpoint (Registering) Public SIP Endpoint |Public SIP Endpoint |SIPPublic 192.168.2.64 |5060 sip false

/' SIP Endpoint (Static IP
[E.4

(7} SIP stack << || < |Rows Per Page 20 Page 1 of1 > || > |

( sip stack (TCP) —
Figure 5: Creating SIP Endpoints (Static IP)

Upon getting to this screen, click “New” to create your SIP Endpoint. This Wizard is used to
configure SIP Endpoints which will receive or send call traffic from the SVI.
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Configuration ||, Fired Atarms .||, catis _|[_status _|[._charts |[_system Detaits .|| .4

Squire Technologies - Confidential Document

Configuration  Edit ™ Back ¢7 Forward ¢J) Commit (7)
| Resources || Wizards ||_Hierarchy | [ wizard: sip Endpoint (Static IP) (7]

- _[f Endpoints
(Z} H323 Endpoint (Static IP)

ll H323 Stack selected or created.

# This wizard can be used to configure a SIP (Session Initiation Protocol) endpoint with a static IP address and port. An IP address
and port should be specified for the endpoint as well as selecting a VolP stack to use. In addition a Call Control resource should be

(7} SIP Endpoint (Default SIP)
Lz SIP Endpoint (Emergency)
J SIP Endpoint (OG Registering)
\Z SIP Endpoint (Registering)
(/' SIP Endpoint (Static IP)

(7} SIP Stack Stack v
(7} SIP Stack (TCP)

Name: New SIP Endpoint (Static IP)#0

id

» l_;f MediaGateways address
» d Pex Port [5060 =]
» (7 Radius
» (# Routing Host Name
i l—‘f SBC CallControl v
v (2} SSME
J l_}; System Proxy Media
Options (VD_options) .
-]
transport |UDP I - |
Tocoptions | | - |
Toptions | | = |
MatchDB (ogrulesdp)
RetryCount | m
All R
RetryCause .

| Create | Cancel |

Figure 6: SIP Endpoint (Static IP) Wizard

Not all attributes have to be defined in each configuration as some can be left blank. The following

is a brief overview of the fields you see here and their respective purposes:

Name: First give the Wizard a Name that is easy to remember for future reference.

id: This attribute is used to identify the SIP Endpoint within the SVI-MS and should be
given a unique and memorable name. If this field is left blank, the “name”
attribute will be used to populate it.

Stack: From the drop-down Stack menu select the desired stack which this endpoint will
run its service to.

Stack
SIPPrivate
SIPPublic
Figure 7: Stack Options
Address: Define the IP Address of the VolIP destination.
Port Define the IP Port of the VolP destination. Default Port is 5060.
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Host Name This allows for a user defined string to be used instead of the IP address for all
outgoing URI method requests.

Call Control  From the drop-down menu CallControl select the SIP call control.

CallControl (=] | SIP v

‘ callcontrol

Figure 8: Call Control Options

If the SIP Call Control is not available from the drop-down menu a new CallControl
resource will need to be configured by clicking

Proxy media This is to ensure that all media will be passed through the SBC for the Endpoint.
Due to the nature of the SBC product, this box will always need to be ticked to
enable the effective operation of the SBC.

Options The Options box allows you to select the additional call features you wish to
enable.

Tocoptions Out of call OPTIONS method will be sent every Tocoptions seconds. This works as a
heartbeat to ensure that endpoint is available. If no response is received, then the
VolIP Destination will be taken out of service and will only come back into service
once an out of call OPTIONS method is received.

Toptions If Toptions is set to a value in seconds which is greater than zero, when a SIP call is
in the answer state a heartbeat OPTIONS method is transmitted every Toptions
second. On no response to the OPTIONS method the call will be cleared.

MatchDB (ogrulesdp) Is used to define outgoing calling rules from using MatchDB resources.

RetryCount In the event that a call does not connect, this sets the number of times that the
call will be retried.

RetryCause Linked to the RetryCount, the RetryCause allows you to select the conditions which
will trigger further call attempts. By default, this is set to all, but this box allows
you to change this.
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Finished Wizard
Configuration || Fired Alarms ” Calls “ Status ” Charts ” System Details || + |
Configuration  Edit ™ Back ¢¥ Forward ) Commit (7)
| Resources |[™Wizards || _Hierarchy | [ wizard: siP Endpoint (static IP) (7)

v ]_fr Endpoints
(#} H323 Endpoint (Static IP)
(7} H323 Stack
(7} SIP Endpoint (Default SIP)
M SIP Endpoint (Emergency)
M SIP Endpoint (OG Registering)
\_Z SIP Endpoint (Registering)
(7} SIP Endpoint (Static IP)
(/] SIP Stack
(7} SIP Stack (TCP)
]_'fr MediaGateways
v (2} PBX
’ ]_fr Radius
’ ]_f,- Routing
(' ssC
(7} SSME
l_}‘l' System

-

-

-

-

% This wizard can be used to configure a SIP (Session Initiation Protocol) endpoint with a static IP address and port. An IP address

and port should be specified for the endpoint as well as selecting a VoIP stack to use. In addition a Call Control resource should be
selected or created.

Name: |Private SIP Endpoint

id Private SIP Endpoint

Stack SIPPrivate v
address 192.168.2.50

Port [5060 2]
Host Name

CallControl SIP v
Proxy Media

Options (VD_options) -

[uop

transport

4]

Tocoptions |

4

4

Toptions | |

MatchDB (ogrulesdp)

RetryCount | I

4

All

RetryCause

Create | Cancel |

| Derived Resources

Figure 9: Completed SIP Endpoint (Static) Wizard

Hunt Groups and VolP Destinations have been automatically configured as Derived Resources.

These are relevant for the next stage, “Routing” which is addressed in section 4. For an
explanation of the terms Hunt Group and VolP Destination please see Resource Glossary.

Press “Commit”

W Commit

to apply changes to the SVI.

3.2 Creating a New SIP Endpoint (Registering)
Registering SIP Endpoint is suitable for authentication based on username and password.

To create a new Registering SIP Endpoint, please navigate to Wizard -> Endpoints -> SIP Endpoint
(Registering), which will display the screen below. Click “New” to create a New SIP Endpoint.
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Configuration || Fired Alarms ” Calls ” Status ” Charts ” System Details || =+ |

Configuration

Edit

% Back ¢ Forward ¢) Commit

o

Resources “ Wizards || Hierarchy |

Wizard |

SIP Endpoil

(Registering)

>
>
>
>
>
>

>

( Jf MediaGateways

- \j Endpoints
(& H323 Endpoint (Static IP)
H323 Stack

SIP Endpoint (Default SIP)
\l SIP Endpoint (Emergency)
(& SIP Endpoint (OG Registering)
g SIP Endpoint (Registering)
(7} SIP Endpoint (Static IP)

(7} SIP stack

7
7

@& sip stac

2 pBx
( Jf Radius
( Jf Routing
(2 sBC
(2} SSME
( Jf System

L_T New

Search:

¢ Delete [{ | Copy ¢d| Import From CSV File |  Export to CSV File

SIP Endpoint (Registering)

Next

o

id #

O

id ¢ Stack ¢ CallControl ¢ (Options ¢ username $

Proxy Media v (Behind NAT ¢

[MatchDB (ddirange) 4

Reg Private SIP Endpoint

Reg Private SIP Endpoint |SIPPrivate SIP Auto_CLIR, IC-Registration, [Squire true false

Reg Public SIP Endpoint

Reg Public SIP Endpoint |SIPPublic Sl

o

Auto_CLIR, IC-Registration, [Squire true false

| «< Hi‘kcws Per Page 20

Page 1 of”g‘ >> ‘

k (TCP)

Figure 11: SIP Endpoint (Registering) Screen

Configuration || Fired Alarms || Calls ” Status || Charts || System Details || = |

Configuration

Edit

% Back ¥ Forward ¢J) Commit

0

Resources Wizards Hierarchy

v uf Endpoints

-

-

-

7
7
7
7
72
7
7
7
>

H323 Endpoint (Static IP)
H323 Stack

SIP Endpoint (Default SIP)
SIP Endpoint (Emergency)

SIP Endpoint (OG Registering)
SIP Endpoint (Registering)
SIP Endpoint (Static IP)

SIP Stack

SIP Stack (TCP)

J MediaGateways
(7 PBX

(7 Rad
@ Rou
(7 SBC

ius
ting

(7} SSME
@ System

Wizard: SIP Endpoint (Registering)

(7]

# This wizard can be used to configure a SIP (Session Initiation Protocol) endpoint which uses internal registration

based on a username and password. A username and password must be specified for the endpoint as well as selecting a
VolIP stack to use. In addition a Call Control resource should be selected or created.

Name: |Reg private SIP Endpoint

id Reg private SIP Endpoint

Stack SIPPrivate v

CallControl SIp v
Auto_CLIR a

Options IC-Registration B
L]

username Squire

Password 1234

Proxy Media v

Behind NAT

MatchDB (ddirange)

‘ Create | Cancel |

| Derived Resources

Figure 10: SIP Endpoint (Registering) Wizard

Not all attributes have to be defined in each configuration as some can be left blank. The following
is a quick overview of the fields you see here and their respective purposes:

Name:

id:

First give the Wizard a Name that is easy to remember for future reference

This attribute is used to identify the SIP Endpoint within the SVI-MS and should be

given a unique and memorable name. If this field is left blank, the “name”
attribute will be used to populate it.
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Stack:

Call Control

Proxy media

Options

Username

Password

Behind NAT

MatchDB

Select the desired stack which this endpoint will run its service to, from the Drop-
down Stack menu

Stack E’ v |
SIPPrivate
SIPPublic

Figure 12: Stack Options

From the drop-down menu CallControl select the SIP call control.

CaliControl D sIp v |

‘ callcontrol

Figure 13: Call Control Options

If the SIP Call Control is not available from the drop-down menu a new CallControl
resource will need to be configured by clicking. We advise leaving defaults
unchanged in the initial set up phase.

This ensures that all media will be passed through the SBC for the Endpoint. Due to
the nature of the SBC product, this box will always need to be ticked to enable the
effective operation of the SBC.

The Options box allows you to select the additional call features you wish to
enable. A comprehensive list of these features and their purposes can be found in
Resource Glossary.

This is the username used to identify the SIP Endpoint, typically the DDI or CLI
number.

Enter a password to enable registering of the device with the SVI. This must be
alpha-numerical.

Tick this box if your Endpoint is behind a NAT enabled firewall. We recommend
always ticking this box.

Allows DB parameters to be attached to the Endpoint for the purpose of
manipulating call parameters for outbound calls. This attribute is created as a
derived resource when you create Number Normalisation, which is addressed in
section 4. Once you have completed the number normalisation, return to this
section to assign your DB Parameters to your Endpoints.
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Finished Wizard

Configuration || Fired Alarms || Calls || Status || Charts || System Details || + |

Squire Technologies - Confidential Document

Configuration

Edit

% Back ¢7 Forward ) Commit

7
7
Vi
7
7
7

Resources Wizards Hierarchy

- |_r/‘ Endpoints

H323 Endpoint (Static IP)
H323 Stack

SIP Endpoint (Default SIP)
SIP Endpoint (Emergency)
SIP Endpoint (OG Registering)
SIP Endpoint (Registering)

(/] SIP Endpoint (Static IP)
(/] SIP Stack
(7} SIP stack (TCP)

MediaGateways
(Z RTP
PBX

‘
- e

Radius
] Routing

LR

S

(=]
(@]

7} SSME
2] System

RRE

Wizard: SIP Endpoint (Registering)

(7]

created.

# This wizard can be used to configure a SIP (Session Initiation Protocol) endpoint which uses internal
registration based on a username and password. A username and password must be specified for the
endpoint as well as selecting a VolP stack to use. In addition a Call Control resource should be selected or

Name: Reg Private SIP Endpoint

id Reg Private SIP Endpoint
Stack SIPPrivate
CallControl SIP
Auto_CLIR
Options IC-Registration
=
username Squire
Password 1234
Proxy Media v
Behind NAT

MatchDB (ddirange)

‘ Recreate | Back |

Derived Resources

VolPDestinations HuntGroups I

HuntGroup (7]
id status ¢  |retrycount |retrycause |voipdestination matchdb
1_5, Reg Private SIP Endpoint [INS Reg Private SIP Endpoint,

Figure 14: Finished SIP Endpoint (Registering) Wizard with Derived Resources

This is the basic configuration for a Registering SIP Endpoint.

Click Create and you will then be returned to the SIP Endpoint (Registering) homepage shown in

Figure 10.

As with the Static SIP Endpoints, Hunt Groups and VolP Destinations have been automatically
configured as Derived Resources. You will need to press commit for your changes to be applied.
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4.0 Routing

With the SIP Endpoints configured, you now need to define Routing. There are different types of
routing available:

e Unidirectional Routing
e Bidirectional Routing
e Custom Routing (DbParameter)

4.1 Custom Routing (DbParameter)

For greater flexibility with routing there are several Wizards located in Routing > Custom which
offer routing based on specific scenarios e.g. SQL, Least Cost & Time of day. In this example we are
going to use the Wizard: DB Parameter to create two Point to Point Routes (Unidirectional) call
routes with the SIP endpoints SIP_0, SIP_1 and bind them together using Wizard: Routing which
allows much greater freedom in the service that can be provided to customers.

Creating the Wizard

e We are going to create a route that traffics call from SIP_O -> SIP_1
e Navigate to: Configuration -> Wizards -> Routing -> Custom -> Db parameter

Resources Wizards “ Hierarchy | Wizard Instances: Db Parameter

» (7} Endpoints (2 New . Delete [{_ | Copy
(8| f" ISDN
» ]z',‘ Lawful Intercept Search: Hext
v (Zf Media Gateways id & id = Incoming Hunt + MatchDb + Routes +  cdpn =
(7} Miscellaneous []
» ]ZT PBX
» xj Radius Rows Per Page 20 Page 1 of 0
e {_)'T Routing
» {_;'T Automated
v LZ,‘ Custom
\Z‘} Cost Db Parameters
L}r( Db Parameter
\_'f]- Percentage Db Parameters

L_)f 5QL ng Resource
(¥ Time of 02

v (7 557

» {_;'T System

. [=] New .
e Click to create a new Wizard.
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Resources Wizards Hierarchy | Wizard: Db Parameter (7)

3 @ Endpoints

» (Zf 1SDN Name: New Db Parameter#0

> [jj Lawful Intercept

3 @ Media Gateways id

(7} Miscellaneous )

» @ PBX Incoming Hunt

» (4} Radius MatchDb

~ (Z} Routing

» (7} Automated Routes
¢ @ (;Jstom cdpn

(4} Cost Db Parameters ) —
@ Db Parameter cdpastrip I ILl
L.fr Percentage Db Parameters cdpnprefix
L‘)F( setcdpnnoa | |;|
ﬁ cgpn
(%
Zi; cgpnstrip I Iil
|_.fr‘ SQL Routing Resource cgpnprefix
L}F Time Of Day

v (7 557 setcgpnnoa | |,|

v (7} System setcgpnScr | I;l

RouteAlgorithm | | = |
RetryCount | Iil
[ Create H Cancel ]
Derived Resources »

Name
e First give the Route a Name that is relevant and easy to remember for reference.

Incoming Hunt

o Next, we need to configure the Hunt group for Incoming Hunt (inhunt) this will define
which SIP Endpoint(s) will receive all incoming call traffic.

Incoming Hunt

o C(Click to open the HuntGroup Resource editor

Edit HuntGroup Resource Group 0

® Back O Done

Name: New Db Parameter#0_incominghunt

HuntGroup Resources In Group: New Db Parameter#0_incominghunt

(=¥ New % Remove (- |Copy [7| Edit -:| Columns HuntGroup (7)
id  wizard status RetryCount RetryCause VolPDestination MatchDB

() ) oo ) [t
E]Rowsperpage 20 Page 1 ofO
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e This Window is Currently blank, to add a new SIP endpoint to the Hunt group

Click

Add items to HuntGroup Resource Group: New Db Parameter#0_incominghunt

| #® Back ©ODone

Name: New Db Parameter#0_incominghunt

Check items to add them to the group and press Done to commit. Items currently in group are shown highlighted in yellow.

Available HuntGroup Resources (click to collapse)

Search: Next HuntGroup @
id & status RetryCount 4 |RetryCause 4 [VolPDestination 4|MatchDB
wizard
SIP 0 SIP Endpoint (Static IP): SIP 0 INS ALL SiP 0,
[T [[E] |seea SIP Endpoint (Static IP): SIP 1 INS ALL SIP 1,

Rows Per Page 20 Page 1 of 1

| Available HuntGroup Groups (click to expand)

»

e All available resources that can be added to an HuntGroup will now be shown, in this

instance SIP_O & SIP_1

o Use the Check Box to select an SIP Endpoint to use i.e. SIP_0

Click | @ Pone

Edit HuntGroup Resource Group

|R Back O Done

Name: New Db Parameter#0_incominghunt

HuntGroup Resources In Group: New Db Parameter#0_incominghunt

(=} New 3 Remove [i_ | Copy [ Edit [-%| Columns

HuntGroup

(7]

id wizard status RetryCount

RetryCause

VolPDestination

MatchDB

SIP O SIP Endpoint (Static IP)|INS

ALL

SiP 0,

(rwt ) [tp ) (oo J[[1ax |

Rows Per Page 20 Page 1 of 1

e SIP_0 has now been associated to the incominghunt, Click S020c

Wizard.

e You should also see SIP_0 has been added to the HuntGroup.

to return to the
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Wizard: Db Parameter (7]

3 This wizard is used to configure a Db Parameter which can be used in a
Custom routing setup. The Db Parameter can be configured to route from
one or a set of incoming hunt groups to one or more outgoing hunt groups.
In addition further Db Parameters can be specified in the matchdb field.
CDPN (Called Party Number) and CGPN (Calling Party Number) matching,
prefixing and stripping can also be optionally configured through this
wizard.

Name: |New Db Parameter#1

id New Db Parameter#1

Incoming Hunt {a} HuntGroup: SIP_0

MatchDb GB

Routes
cdpn

cdpnstrip I Iil

cdpnprefix

setcdpnnoa | | v |

cgpn
cgpnstrip I Iil

cgpnprefix

setcgpnnoa

4

setcgpnScr

a

|
|
RouteAlgorithm |
|

4r

RetryCount

ipite

Routes

¢ Next the Hunt group Routes needs to be configured this will set the SIP endpoint(s) all
traffic will be routed to

Click Beutes to open the HuntGroup Resource editor
e Follow the same step as taken for Incoming Hunt but selecting SIP_1 to use.
Click SDone twice to return to the Wizard.

e You should now see SIP_1 has been added to Routes.
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Wizard: Db Parameter

(7]

3¢ This wizard is used to configure a Db Parameter which can be usedin a
Custom routing setup. The Db Parameter can be configured to route from
one or a set of incoming hunt groups to one or more outgoing hunt groups.
In addition further Db Parameters can be specified in the matchdb field.
CDPN (Called Party Number) and CGPN (Calling Party Number) matching,
prefixing and stripping can also be optionally configured through this
wizard.

Name: New Db Parameter#1

id New Db Parameter#1

Incoming Hunt

MatchDb

Routes

cdpn

{a} HuntGroup: SIP_0

{a} HuntGroup: SIP_1

cdpnstrip I

cdpnprefix

setcdpnnoa |

]

cgpn

cgpnstrip I

4)

cgpnprefix

setcgpnnoa

[

RouteAlgorithm

4

|
setcgpnScr |
|
|

RetryCount

B

o  Finally click "3 | pytton and (& COMMIt hanges to the SVI.

Routing SIP_1 -> SIP_0

SIP_O

We have just created a route SIP_O -> SIP_1

Next, we need to use the Wizard: Db parameter again to create a route from SIP_1 ->

Follow the exact same steps that created the previous Wizard.

Once completed you should see two SIP routes SIP_1 -> SIP_0& SIP_0 -> SIP_1displayed in
the initial Wizard Instance: Db parameter screen
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v @ Endpoints

» (7} ISDN

» (7} Lawful Intercept

3 (j Media Gateways
@' Miscellaneous

v (j Custom
@ Cost Db Parameters
@ Db Parameter
Percentage Db Parameters

@
@ Reject
7
@

Routing

Routing with Radius
(# Routing with SQL
@ SQL Routing Resource

Wizard: Routing

¢ Next, we need to create the routing for the two Db parameter routes that have just been
configured.
e Navigate to: Configuration -> Wizards -> Routing -> Custom -> Routing

> [j Endpoints

» (2 I1SDN

» (7} Lawful Intercept

> [j Media Gateways

[j Miscellaneous

v (2 PBX

> [j Radius

~ (2} Routing

» (7} Automated
® [j Custom

@ Cost Db Parameters
(7 Db Parameter
@ Percentage Db Parameters
(# Reject

| [ Routing
(Z Routing with Radius
(Z Routing with SQL
Q SQL Routing Resource
(# Time Of Day

v (2 557

» (7} System

e Click m to create a new Wizard.
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Resources " Wizards || Hierarchy | Wizard: Routing 0
* Ij Endpoints & This wizard is used to configure routing using user defined Db Parameters. This wizard sets up the Routing Criteria resource and allows
L 7« ISDN Db Parameters to be attached to it using the matchdb field.

» (7} Lawful Intercept
v (7} Media Gateways Name: New Routing#0
@ Miscellaneous
v (7 PBX id
» (7F Radius
~ (Zf Routing [atehDb
» (7} Automated CDR Type 5 I v |
~ (4} Custom ™
L‘f}f Cost Db Parameters
‘z ) Codec -
& Parameters B
* : T
L’F Maximum Calls | M
J Voice Announcement
&*
J sQl e
g

v o 557

» (Zf System | Derived Resources 2
Name

e First give the Route a Name that is relevant and easy to remember to reference.

MatchDB

¢ Next, we need to configure the MatchDb resource, this will allow us to group the two
previously configured Unidirectional SIP endpoints into a Bidirectional call flow resource.

Click MatchDb to open the MatchDb resource group editor

Edit DbParameter Resource Group

® Back ©ODone

Name: New Routing#0_matchdb

DbParameter Resources In Group: New Routing#0_matchdb

(=} New 1% Remove ({~|Copy [7| Edit -| Columns DbParameter

(1)

[ First ][ Down || Last |
Rows PerPage 20  Page 1 of0

id wizard status Incoming Hunt cdpn cdpnstrip cdpnprefix setcdpnnoa cgpn cgpnstrip cgpnprefix setcgpnnoa setcgpnScr MatchDb Routes RouteAlgorithm RetryCount

e This Window is Currently blank, to add a new SIP endpoint to the Huntgroup Click | Add ltems |

e Use the Check Box to select New Db Parameter #0 & New Db Parameter #1

Wizard Instances: Db Parameter

(¥ New % Delete [ |Copy

Search: Next

id & id & Incoming Hunt 4|MatchDb ¢ |Routes ¢
New Db Parameter#0|New Db Parameterz0|(SIP 0, SIP 1,
New Db Parameter#1|New Db Parameter#1|SIP 1, SIP 0,

Rows Per Page 20 Page 1 of 1
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twice to return to the Wizard.
You should now see the two DbParamters have been added to MatchDb.

Wizard: Routing

o

3¢ This wizard is used to configure routing using user defined Db Parameters. This wizard sets up the
Routing Criteria resource and allows Db Parameters to be attached to it using the matchdb field.

Name: | New Routing#0

id

MatchDb

DbParameter: New Db Parameter#0
DbParameter: New Db Parameter#1

CDR

Codec

™

Maximum Calls |

Voice Announcement

[ Create ] [ Cancel }

Codec

Next the Codec need to be selected for the SIP route.

Codec

Click [I]

to open the Codec selection screen.
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Select codec

G729AB a G711 ALAW
G729B G711 ULAW

GSM FULL RATE telephone-event
GSM HALF RATE
GSMFULLRATE
GSMHALFRATE
NSE

PSST

iLBC

red i« Remove Al

1!
1111

speex i
t38
t38-gw
t38-loose
t38-strict

m

1

o Select the Codec G711 ALAW & G711 ULAW and telephone-event which allows key tones.

Click to close the window when you are finished.

e The Finished Wizard should appear as below.

Wizard: Routing (7)

3 This wizard is used to configure routing using user defined Db Parameters. This wizard sets up the
Routing Criteria resource and allows Db Parameters to be attached to it using the matchdb field.

Name: New Routing#0

id
{2} DbParameter: New Db Parameter#0
MatchDb oy
¢a¢ DbParameter: New Db Parameter#1
CDR Type 5 [~]
G711 ALAW -
G711 ULAW
Codec telephone-event
Maximum Calls | [2]

Voice Announcement

.
e Finally click button and & Commit changes to the SVI.
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4.2 Bidirectional Routing
Bidirectional routing, as the name suggests, will send traffic to and from two set points. This type
of routing is focused on SIP Endpoints, and uses these to determine to the routing of your traffic, it

is simply A<->B.
Creating the Wizard
This Wizard will Configure Point to Point routing for a Bi-Directional Route A->B & B->A.

o We are going to create a route that traffics call from SIP_0 -> SIP_1 and SIP_1 -> SIP_0
e To create a new SIP Stack, Navigate to: Configuration -> Wizards -> Routing -> Automated -
> Point to Point Routing (Bidirectional)

Resources || Wizaras | therarchy. | Wizard Instances: Point to Point Routing (Bidirectional)
¢} Endpoints (7§ Mew . Delete | Copy Paint to Point Routing (Bidirectional) (7]
v (7 150N
v (7 Lawid Intercept Search: Next
» _& Media Gateways
G Miscetaneois O ds Incoming Hunt (hunt1) ¢ Routes (hunt2) ¢ COR o Codec o
, LJ PBX
v (o} Rag y —
: :t' R:ut::g [<<] <] Rowsperpage 20  page 1 oro[>] [>]
~ [ Automated
@ Foint to Point Routing (Bidirectional
7
v [ Custom
» ’, SBC
v 57
v (Z} System
_, [Ef New .
e Click to create a new Wizard.
Name

e First give the Route a Name that is relevant and easy to remember for reference.

Hunt 1

o Next, we need to configure the Hunt group for hunt1

hunt1

o C(Click o open the HuntGroup Resource editor

Edit HuntGroup Resource Group (7)

W Back ©Done

Name: New Point to Point Routing (Unidires

HuntGroup Resources In Group: New Point to Point Routing (Unidirectional)#0_incominghunt
“f New 3 Remove ({- |Copy [ Edit|-:| Columns HuntGroup (7)
| |id |wizard | status |RetryCount |RetryCause | volPDestination |MatchDB

[ First | [ Down | | Last |
(<< ) [<]RowsPerPage 20 |page 1  ofo[>][>>]

e This Window is currently blank, to add a new SIP endpoint to the Hunt group Click

Add Items
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Name: New Point to Point Routing (Unidirectional)#0_incominghunt

(Check items to add them to the group and press Done to commit. Items currently in group are shown highlighted in yellow.

& [seo SIP Endpoint (Static 1P): SIP O|INS ALL SIP 0,
=] (st 1 SIP Endpoint (Static IP): SIP 1[INS ALL SP 1,
=3 &Y 20 1 & B3

e All available resources that can be added to an HuntGroup will now be shown, in this
instance SIP_0 & SIP_1

o Use the Check Box to select an SIP Endpoint to use i.e. SIP_0

o Click dnn-

[ Resources [“Wizarcs [meraeeny |

~ @} Endpoints
(& 1323 Endpoint (Static IP)
(7} 323 Stack
(& s1P Endpoint (Defauit SIP)
(& sIP Endpoint (Registering)

Name: | New Point to Point Routing (Unidire;

(7} P stack " " )
- o 1500 H esources In Group: New Point to Point Routing (Unidirectional)#0_inco u
(@ 15SDN ETSI Circuits for E1 Ty '3 (=] 7 B G 7

(@ 15DN ETSI Circuits for T1
(& 1UAISDN DataLink

s spenoint statierpllvs | Jaw  Jwo [ |
@ wasigtran || [spo [spenwointstatiinfns m 5P 0
» () Non-Preferred
v G Lawtu Intercept [First | [ up | [ Down | | Last |
» () Media Gateways ‘
> d PBX s
» (F Radius
* (G} Routing
* @ Automated

@ Point to Point Routing (Bidirectional)
@ Point to Point Routing (Unidirectional)
» @l Custom
v @ ss7

» @ System

e SIP_0 is now be associated with the Huntgroup.

e Click Ih to return to the Wizard.

e You should now see SIP_0 has been added to the HuntGroup.
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two a hunt groups or sets of hunt groups.

8 This wizard can be used to configure a routing setup which routes bidirectionally between

Name: New Point to Point Routing (Bidirect

hunt1 E {3} HuntGroup: SIP_0

COR  [Type3 [~]
»

Hunt 2

o Next step is to configure hunt2.

hunt2

e C(Click

to open the HuntGroup Resource editor

Name: New Point to Point Routing (Bidirectional)=0_hunt2

k items to add them to the group and press Done to commit. Items currently in group are shown highlighted in yellow.

L]

[ |[E]|se0 SIP Endpoint (Static IP): SIP Q|INS ALL SiP 0,
W] (] [se_1 SIP Endpoint (Static IP): SIP 1INS ALL SiP 1,
<< | < 20 1

o Use the Check Box to select an SIP Endpoint to use i.e. SIP_0

e Click .Inn-

e SIP_0 is now be associated with the Huntgroup.
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Name: New Point to Point Routing (Bidirectional)#0_routes

k items to add them to the group and press Done to commit. Items currently in group are shown highlighted in yellow.

3 This wizard can be used to configure a routing setup which
routes bidirectionally between two a hunt groups or sets of hunt
groups.

Name: INew Point to Point Routing (Bidirect

hunt1 £} HuntGroup: SIP_0
hunt2 £} HuntGroup: SIP_1

COR  [Types3 [~

-~

[ create | [ cancet |

e Now calls will be routed from SIP_0 -> SIP_1 and SIP_1 -> SIP_0
Codec

e Next the Codec need to be selected to use for the SIP route.
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e C(Click E] to open the Codec selection screen.

Select codec

G729AB - G711 ALAW
G7298 G711 ULAW
GSM FULL RATE telephone-event
GSM HALF RATE
GSMFULLRATE
GSMHALFRATE
NSE

PSST

iLBC

fulk
1111

red

speex !
t3g

t38-gw
t38-loose
t38-strict -

o Select the Codec G711 ALAW, G711 ULAW and telephone-event which allows key tones.

Click to close the window when you are finished.

e This is the last configuration required to create a Bi-Directional route, the Finished Wizard
should look like this:

Wizard: Point to Point Routing (Bidirectional) 0

# This wizard can be used to configure a routing setup which
routes bidirectionaly between two a hunt groups or sets of hunt
groups.

Name: | New Point to Point Routing (Bidirect

hunt1 {S} HuntGroup: SIP_0
hunt (& HuntGroup: SIP_f

COR |Type3 | ~|
G711 ALAW n
G711 ULAW

Codec | télephone-event

=)

, = .
e Finally click ﬂ] to make the Wizard and (| save and v _ changes to the
SVI.

4.3 Unidirectional routing
Point to Point Routing (Unidirectional)
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This Wizard will configure Point to Point Routing for an (Unidirectional) route A->B, using the SIP
Endpoints configured previously in "Configuring SIP Endpoint”.

Note: A real world scenario for a Unidirectional route would be for a premium rate phone voting
service for Land line traffic.

e We are going to create a route that traffics call from SIP_0 -> SIP_1
e To create a new SIP Stack, Navigate to: Configuration -> Wizards -> Routing -> Automated -
> Point to Point Routing (Unidirectional)

Resources " Wizards II Hierarchy | Wizard Instances: Point to Point Routing (Unidirectional)

» Ij}’ Endpoints g New ¢ Delete [{-|Copy Point to Point Routing (Unidirectional)

» (2 1SDN

» Q’;‘v Lawful Intercept SEHE R

$ \ff Media Gateways ids Incoming Hunt (inhunt) & [Routes (outhunt) + |cdpn + cdpnprefix + [cdpnstrip + [CDR & Codec &
(2} Miscelaneous O

» (7 PBX

» @ Radius

i |_7"r Routing Rows Per Page 20 Page 1 of 0

~ (Zf Automated
\z Point to Point Routing (Bidirectional)
L‘J Point to Point Routing (Unidirectional)
» uf Custom
(2 ss7
Q’} System

. [f New .
e Click to create a new Wizard.

Resources | Wizards " Hierarchy | Wizard: Point to Point Routing (Unidirectional) (7)
» @ Endpoints # This wizard can be used to configure a routing setup which routes from a hunt
» l_r7« ISDN group or set of hunt groups to a hunt group or set of hunt groups. Called Party
» (7 Lawful Intercept Number matching and manipulation can also be optionally specified in the wizard.

» @ Media Gateways
xj Miscellaneous Name: |New Point to Point Routing (Unidire
» (7} PBX
» lj Radius Incoming Hunt (inhunt)
- {_ﬂ Routing
] @ Automated Routes (outhunt
L'}‘F Point to Point Routing (Bidirectional) cdon
L'}? Point to Point Routing (Unidirectional) P
- (i} Custom cdpnprefix
v (CZF 557 . =
» (ZF System cdpnstrip | 2]
CDR | [-]
User root@192.168.2.32 has the lock
Codec

Name
e First give the Route a Name that is relevant and easy to remember to reference.
Incoming Hunt

e Next, we need to configure the Hunt group for Incoming Hunt (inhunt) this will define
which SIP Endpoint(s) will receive incoming call traffic.
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Incoming Hunt (inhunt)

e C(Click to open the HuntGroup Resource editor

Edit HuntGroup Resource Group (7)

| % Back ©Done

Name: |New Point to Point Routing (Unidire:

HuntGroup Resources In Group: New Point to Point Routing (Unidirectional)#0_incominghunt

(= New % Remove [{-|Copy [7 Edit -Z| Columns HuntGroup (7)
| [id |wizard |status [RetryCount [Retrycause | volPDestination MatchDB

[ First | [ Down | | Last |
Rows Per Page (20  Page 1 of 0

e This Window is Currently blank, to add a new SIP endpoint to the Hunt group Click

Add Items

Add items to HuntGroup Resource Group: New Point to Point Routing (Unidirectional)#0_incominghunt O

| % Back © Done

Name: New Point to Point Routing (Unidirectional)#0_incominghunt

Check items to add them to the group and press Done to commit. Items currently in group are shown highlighted in yellow.

Available HuntGroup Resources (click to collapse) «
Search: Next HuntGroup )
id ¢ status RetryCount ¢ |RetryCause ¢ |VolPDestination 4 [MatchDB &
wizard
[_] SIP 0 SIP Endpoint (Static IP): SIP_Q|INS ALL SiP 0,
A L] SIP 1 SIP Endpoint (Static IP): SIP 1]INS ALL SiP 1,

Rows Per Page 20 Page 1 of 1

| Available HuntGroup Groups (click to expand) »

e All available resources that can be added to an HuntGroup will now be shown, in this
instance SIP_0 & SIP_1

e Use the Check Box to select an SIP Endpoint to use i.e. SIP_0

e Click  @Pone
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Resources. || Wizards || Hierarchy | Edit HuntGroup Resource Group 0
~ (# Endpoints | % Back ©Done
(& 1323 Endpoint (Static IP)
L’# H323 Stack Name: |New Point to Point Routing (Unidires
L’ﬁ SIP Endpoint (Default SIP)
(_ﬁ SIP Endpoint (Registering)
‘_.ﬁ SIP Endpoint (Static IP)
7' SIP Stack
- & %DN HuntGroup Resources In Group: New Point to Point Routing (Unidirectional)#0_incominghunt
x_.ﬁ ISDN ETSI Circuits for E1 guew # Remove L@Copy@'EditEj Columns HuntGroup (7)
L{'F ISDN ETSI C'I:LVTEfCI T | ia [iizara I | ot ] = Snation]FatchDB
@ w DataLink | Jeeo |stp Engpoint (static ip)|ins | ALL sz o
[_ﬁ IUASigtran
B & hon referred
v of Lawful Intercept
» ‘f Media Gateways
! Rows Per Page 20 Page 1 of 1 »>
(CZf Miscelaneous E] E] E]
» [ZF PBX
» (7 Radius
v |2‘, Routing

~ (Zf Automated
@ Point to Point Routing (Bidirectional)
@ Point to Point Routing (Unidirectional)
» (Zf Custom
v (o 557
» @ System

e SIP_0 is now be associated with the Huntgroup.

e C(Click S lonc to return to the Wizard.

e You should now see SIP_0 has been added to the HuntGroup.

Wizard: Point to Point Routing (Unidirectional) 0

¥ This wizard can be used to configure a routing setup which routes from a hunt
group or set of hunt groups to a hunt group or set of hunt groups. Called Party
Number matching and manipulation can also be optionally specified in the wizard.

Name: |New Point to Point Routing (Unidire:

Incoming Hunt (inhunt) {a} HuntGroup: SIP_0

Routes (outhunt)

cdpn

cdpnprefix

cdpnstrip | I:'

CDR [ Type 3 [~]
P

Codec

[ Create ] [ Cancel ]
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Routes (outhunt)

e Next the Hunt group Routes (outhunt) needs to be configured this will set the SIP
endpoint(s) all traffic will be routed too.

Routes (outhunt)

o C(Click to open the HuntGroup Resource editor
e Follow the same step as taken for Incoming Hunt but selecting a new SIP endpoint to use.

Click S.Dc0e twice to return to the Wizard.

e You should see that SIP_0 and SIP_1 have been added.

Wizard: Point to Point Routing (Unidirectional) 0

3¢ This wizard can be used to configure a routing setup which routes from a hunt
group or set of hunt groups to a hunt group or set of hunt groups. Called Party
Number matching and manipulation can also be optionally specified in the wizard.

Name: |New Point to Point Routing (Unidire:

Incoming Hunt (inhunt) |3 {a¥ HuntGroup: SIP_0

Routes (outhunt) {a} HuntGroup: SIP_1

cdpn

cdpnprefix

cdpnstrip I |:|

CDR | Type 3 [~]
»

Codec

[ Create ] [ Cancel ]

Codec

e Next the Codec need to be selected to use for the SIP route.

Codec 48

Click E]

. to open the Codec selection screen.
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Select codec

G729AB

G7298B

GSM FULL RATE
GSM HALF RATE
GSMFULLRATE
GSMHALFRATE
NSE

PSST

iLBC

red

speex

t38

t38-gw
t38-loose
t38-strict

m

1

G711 ALAW
G711 ULAW

telephone-event

EIEEE

o Select the Codec G711 ALAW, G711 ULAW and telephone-event which allows key tones.

clk

to close the window when you are finished.

e This is the last configuration required to create a Unidirectional route, the Finished Wizard
should look like this:

Wizard: Point to Point Routing (Unidirectional)

0

¢ This wizard can be used to configure a routing setup which routes from a hunt
group or set of hunt groups to a hunt group or set of hunt groups. Called Party
Number matching and manipulation can also be optionaly specified in the wizard.

Incoming Hunt (inhunt) |3

Routes (outhunt)
cdpn

cdpnprefix

cdpnstrip
CDR

Codec

[ Create ] [ Cancel ]

Name: New Point to Point Routing (Unidires

{a} HuntGroup: SIP_1

{3} HuntGroup: SIP_0

-
-

|Typ63

Ivl

G711 ALAW
G711 ULAW
telephone-event

(]
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Create
e Finally click to make the Wizard an
SVI.

d (@] Save and ¥ Commit changes to the
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RFC2833 DTMF payload transcoding

If the SVI-SBC is configured to proxy media with the RTPROUTER, then it can be configured to
transcode DTMF payloads.
Minimum software version required:

e mgway.vi4_1_0

e svi-voip.v15_6_0 or svi-proxy.vi5 6 0

The hunt group resource (this is created by the SIP Endpoint wizard) has an attribute “DTMF

Payload Type”:

Resources || Wizards ” Hierarchy |

Currently Configured HuntGroup Resources (click to collapse)

CF As
| ASP
_'{ Action
7'1 CallControl
_'{ Customer
9 DNs
I
I
I
I

| DbParameter

) Debug

| DestinationPoint

9 Endpoint

C§ Header

(

(

(

(

[

(

(

(

(

(

(

|_{ HuntGroup

e

(9 IPAddress

(. IPRoute

(] IPRule

(] Interface

(] License

(] Linkset

[ MediaGateway

[ MediaTimeslot

(8 Method

(] OriginatingPoint
@ Radius

Bi Gl = Q ©) =] ol ) | Exporttocsv
New Delete Copy Edit View Bring INS  Take 00S Columns Import From CSV File File
Search: ‘ ‘ Next
D ‘ldéi ‘ Wizard status RetryCount #|RetryCause #|VolPDestination #
O |El |Ma SIP Endpoint (Static IP): MG INS All MG,
(] |[23] | maC SIP Endpoint (Static IP): MGC INS All MGC,
O |-#| |Qriginating Carrier|SIP Endpoint (Static IP): Originating Carrier |INS All Originating Carrier,
(] |[23]|Routet SIP Endpoint (Static IP): Route1 INS All Routet,
O |=3| |Route2 SIP Endpoint (Static IP): Route2 INS Al Route2,
(] |[23]|Route3 SIP Endpoint (Static IP): Route3 INS All Route3,
O | %] |Route4 SIP Endpoint (Static IP): Route4 INS All Route4,
O |=%| |Route5 SIP Endpoint (Static IP): Route5 INS All Routes,
O |=3| |Route6 SIP Endpoint (Static IP): Route6é INS Al Routeé,
(] |[23]|Route7 SIP Endpoint (Static IP): Route7 INS All Route7,
(] |[£3]|Route8 SIP Endpoint (Static IP): Route8 INS All Route8,
[ ||E5] |Route9 SIP Endpoint (Static IP): Route9 INS All Route9,
‘E‘ ‘z‘ Rows Per Page ‘ 20 ‘Page‘ 1 ‘ of 1 ‘z‘ ‘E‘
96 =
v

Dtmf Payload Type

This can be used to set the required RFC2833 payload that the SIP Endpoint supports, and the SBC will
automatically transcode based on that value. The default value is 0 meaning the Endpoint supports all payload

types.

In the example above, the value is set to 96 as this endpoint only supports DTMF payload type 96. Other payload
types will be transcoded if sent towards this endpoint.

5.2 RTP Media Options

The SVI-SBC supports enabling various features which control how the media data is passed across via the
Squire RTPROUTER. It can also enable the collection of call related QOS statistics.

There are various options available. They can be set by navigating to Resources -> VoIP Destination and

selecting the “RTP options”:

e  Secure-Address - Instructs the RTP Router to check the originating address of RTP packets arriving are
as the negotiated media path. Packets arriving from different addresses are dropped

e  Secure-PT - Instructs the RTP Router to check the payload type of RTP packets arriving are as the
negotiated media path. Packets arriving with different payloads are dropped

e Report-Stats - Instructs the RTP Router to report transmission and reception QOS statistics at the end
of the call. This information is logged by the SVI into the CDR.
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e Report-Jitter - Instructs the RTP Router to report jitter statistics in the transmission and reception QOS
statistics at the end of the call, when Report-Stats is enabled.

e  Secure-VolIP - Instructs the RTP Router to check that packets arriving are RTP packets. Other (non-
RTP) packets are dropped.

o Jitter-Settled - Instructs the RTP Router to wait for jitter to reach the minimum value before the average
jitter is calculated.

e Secure-RTP:
Instructs the Transcoding MGWAY to use SRTP. MGWAY will generate a local crypto if the call is
outgoing and the incoming leg has not provided a crypto indicating that the call needs to be using SRTP.

If Report-Stats or Report-Jitter options are set the stats field in the CDRs will include the following string:

SSRC=xxxxx,PR=xxxxX,PL=xXXXX,POS=xXXXX,JI=(X.XXX,X.XXX,X.XXX),BW=(X.XX,X.XX,X.XX),IPAS=XXX.XXX.
XXX XXX, RTUS=xxxx,VCD=<vcd>;SSRC=xxxxx,PR=xxxxx, PL=xxxxX, POS=xxXXX,J|=(X.XXX,X.XXX,X.XXX),
BW=(x.xx,X.XX,X.XX), IPAS=xxX.XXX.XXX.XXX,RTUS=xxxx,VCD=<vcd>;

Where

SSRC = RTP SSRC for session
PR = Total Packets Received

PL = Packets lost

POS = Packets out of order

JI = Jitter (min, mean, max)

BW = Bandwidth (min, mean, max)
IPAS = Originating IP address
RTUS = RTP Port number

VCD = Codec

5.3 SRTP Support
If the SVI-SBC is configured to proxy media with the RTPROUTER, then it will support RTP, SRTP and
RTP-SRTP interworking. The different modes available are:

SRTP - SRTP
SRTP - RTP
RTP - SRTP
RTP - RTP

The default behaviour is that if SRTP is received, then we “offer” it to the receiving end:

- The receiving end can accept, in which case the SBC will pass it back to originator and it will be
transparent SRTP between the endpoints and SBC will not do any encrypt/decrypt

- The receiving end can send normal SDP back without any SRTP, in which case SBC will do an
interworking between SRTP on one side and RTP on the other. In this case the SBC will
encrypt/decrypt for the originating side.

If SRTP parameters are not received in incoming call and Secure-RTP is set in outgoing call VolP
Destination resource (See section 5.2) then the SBC will add SRTP crypto parameter into the
outgoing INVITE SDP. If the far end accepts it, then the call will be an RTP-SRTP interworking with
SRTP happening in the outgoing call leg from SBC’s point of view.
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6.0 SSME

The Squire Technologies "Squire's Manipulation Engine” or SSME is used within the SVI to enable
setting up rules allowing for the filtering and manipulation of SIP methods and headers.

The SSME provides the following functionality.

» Removal of a method’s headers

» Modification of a method’s headers

« Addition of new headers

 Response Code Mapping

» Modification and addition of headers based upon contents of existing headers within same method

 Multiple conditional support allowing for actions being performed depending on contents of
method.

« Different actions can be applied to different SIP endpoints or groups of SIP endpoints.

There is an in-depth guide on how to use SSME available on our website.
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7.0 Troubleshooting

The SVI-MS user guide provides detailed information on how to support the SVI product range. This
section covers setting up the relevant debug information for the SVI SBC.

7.1

Debugging Levels

Squire Technologies - Confidential Document

The following table specifies the debug which should be active to enable Squire Support desk to
investigate an issue quickly and effectively within the SVI SBC.

7.1.1 Debugging Levels

Issue Task Discriminator PCAP Log File
SIP call issue SIP DIS_IP Yes Gateway log
CallControl | DIS_CC_TX Wireshark trace
DIS_CC_RX
DIS_SIP_TX
DIS_SIP_RX
H323 call issue H323 DIS_H245 Yes Gateway log
CallControl | DIS_CC_TX Wireshark trace
DIS_CC_RX
Speech issue SIP DIS_IP Yes Gateway log
MGCP DIS_MGCP (From both Wireshark trace
CallControl | DIS_SWITCH planes if MG log (located in
DIS_CC_TX redundant) /home/squire/rtprouter/)
DIS_CC_RX
Routing Issue CallControl | DIS_CC_TX No Gateway log
Routing* DIS_CC_RX
SQL routing SQL DIS_SQL No Gateway log
Issue**

*Routing debug is enabled through the options attribute on the Debug resource. This is accessible

through the Resource tab under the system template.

Resources Wizards Hierarchy

Currently Configured Debug Resourc:

es (click to collapse)

New ¢ Delete (| Copy [7) Edit [| View () Bring INS ©) Take 00S [=% Columns

Search: Next

Debug

(Y Debug

id ¢ status
|:| wizard file & detailed & ies & tasks & discriminators 4 |traps file cmd & SNMP Trap Port 4 |engPrint ¢
[ |&E |znonex Base System: System|INS true “|ralse "|ralse fals Y|ralse Y|ralse “|ralse Y4172 “|ralse
Rows Per Page |20  |Page 1 of 1

Within the Debug resource the Options attribute will provide a dialogue box as shown below for
selecting Routing debug.

Options

Select options

| select Al | | Deselect AL | | Invert Setection |

V] Routing

] SNMP-Trap [] verbose SQL

[ include_snmp_variable_binding

The Gateway log will output verbose information about the routing decisions made, if assistance is
required in reading the logs, please contact Squire Support.
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** SQL routing issues might require further debugs being enabled inside mysql engine. Please
contact Squire Support for assistance with this as it can impact the quality of service.

7.1.2 IES (Information Elements)

This option is required to be enabled whenever outputting debug for investigating any issues, the
information elements options enables the verbose output of the TDM debugging to see a textual
decode of the messages within the Gateway log.

7.1.3 Detailed

This option is only required for very specific issue where only the hexadecimal directly is required
to be investigated. The detailed option adds a complete hexadecimal dump of each message
printed to the Gateway log at the same time.

7.2 Housekeeping

After running the SVI for any period logs and call data records will begin to accumulate. It is up to
you the customer to put in place measures to ensure these are archived as required for your
company. Instructions on how to archive logs, CDR’s and backup your system can be found in our
Maintenance Guide
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8.0 Further Information

You should now be able to reconfigure your Session Border Controller successfully.

If you require further help on the operation of the SVI or the MS, please visit https://www.squire-
technologies.co.uk/services/support/restricted/guides using the login details which you have
previously been provided, as this contains the information found here as well as numerous other
helpful resources for configuring your service.

More information about resources and their attributes please see the Resource Glossary available
on our website:

VolP SVI Resource Glossary

Internal Routing SVI Resource Glossary

These resource definitions can also be found from within the “tel” interface from software version
svi-voip.v16_3_0 and onwards:

- Typing “syntax” will show you all the available resources.

- Typing “syntax <resource name>" will show you a description for every attribute of that
resource.

- Typing “syntax <resource name> <attribute name>" will show you information about one
particular attribute.
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9.0 Function Specific Features

These are available from the Support Desk, solutions upon request.

Squire Technologies - Confidential Document

Title Description Reference
Number/Digit Length To match a certain length of digits in a called party | 00000239
Matching on CDPN number

TLS Support TLS transport for SIP. 00000455
Ringback tone generation | The configuration required to play ringback in SBC 00000939

proxy mode

Please quote the relevant Reference above when contacting our Support Team to obtain further

information.
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